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Abstract—Traditional networks are built on the assumption networks, especially the infrastructureless wirelessvogts
that network entities cooperate based on a mandatory netwdr |ike Mobile Ad Hoc NETworks (MANETs) and Wireless
communication semantic to achieve desirable qualities shcas Sensor Networks (WSNs) which do not depend on any wired

efficiency and scalability. Over the years, this assumptiorhas
been eroded by the emergence of users that alter network backbone but on members of the network to route packets for

behavior in a way to benefit themselves at the expense ofONe€ anqther_wirelessly, over muItip_Ie hops. Wireless rhafti
others. At one extreme, a malicious user/node may eavesdropnetworking is also used to provide access to nodes that
on sensitive data or deliberately inject packets into the nisvork  are beyond the direct communication range of access points

to disrupt network operations. The solution to this generaly lies  -onnected to the wired infrastructure. One example of such
in encryption and authentication. In contrast, a rational node licati is th ft t Ks[2

acts only to achieve an outcome that he desires most. In such adpplications is the roottop networ §[ ] . .

case, cooperation is still achievable if the outcome is to ¢hbest ~ We focus on the problem of selfish behaviour in MANETs

interest of the node. The node misbehaviour problem would be as there is a potential for such behaviour to occur in the
more pronounced in multihop wireless networks like mobile & emerging 4 generation networks where communications is
hoc and sensor networks, which are typically made up of wirelss - o isaged to span multihop wireless links, across nodds tha
battery-powered devices that must cooperate to forward paets - . . . .

for one another. But, cooperation may be hard to maintain as MaY sulb.scrlbe to dlffergnt providers. Selfish behaviour and
it consumes scarce resources such as bandwidth, computatd  COmMpetition at the medium access control layer have been
power and battery power. This paper applies game theory to studied by [3] and [4]. In the network layer, the assumption
achieve collusive networking behavior in such network envon-  of cooperative relaying of packets among nodes to reach
ments. In this work, pricing, promiscuous listening and mas  jegtinations that are beyond the wireless transmissiayerin
punishments are avoided altogether. Our model builds on resnt - - . . .
work in the field of Economics on the theory of imperfect privae  "° longer valid when nodes gxh|b|t selfish behavior. Helping
monitoring for the dynamic Bertrand oligopoly, and adapts it Other nodes consumes precious resources, such as battery
to the wireless multihop network. The model derives condittns power, which is costly and non-beneficial to a node, and
for collusive packet forwarding, truthful routing broadca sts without suitable incentives to encourage nodes to cooperat
and packet acknowledgments under a lossy, wireless, muliep o5t existing protocols that assume cooperation are likely

environment, thus capturing many important characteristics of . . . s . . .
the network layer and link layer in one integrated analysis to fail. Pioneering work on mitigating node misbehaviour in

that has not been achieved previously. Finally, we provide a the routing layer ([5], [6], [7] and [8]) have highlightedeth
proof of the viability of the model under a theoretical wireless problem of selfishness and proposed basically two appreache

environment. to solve the problem — pricing and watchdog cum punishment.
Subsequent efforts have not deviated far from these apipesac
but try to align towards game theory.

Traditional networks assume that network entities or nodesAdopting pricing as a solution in [9], [10] and [11] gives
can be designed to have well-defined behaviors and cooedindse to the reliance on a central bank or a tamper-proof
accordingly to ensure certain network goals are met. Thésgoeounter, which limits the practicability especially for arply
which generally arise from the interest of the network ofera infrastructureless network. Punishment methods basea-on r
or the network users at large, can be the optimized use pgated games, proposed by [12], [13], [14] and [15], require
network resources or the Quality of Service (QoS) providade monitoring of transmission activities in the neighbor-
to the end users. These goals, however, may not be commadmipd, usually through promiscuous listening. Depending on
shared by individual end user who would always prefer to hatlee protocol layer of interest, it is typically unviable far
better network access, even at the expense of other usets. Slwmputationally resource-limited node to process all ptck
a selfish behavior has been reported on rogue TCP sources tivarheard on a high data rate link. Due to the difficulty of
do not respond to Explicit Congestion Notification (ECN)[1]coordinating punishment in a multi-hop environment, it has

The increasingly popular wireless networks are much mobeen neglected and without this coordination, punishmeamds
vulnerable to node misbehavior than the traditional wiredieviations become indistinguishable. Another major diaih

|I. INTRODUCTION



in many punishment schemes is the need for the whole oAa Aoyagi's Game for Dynamic Bertrand Oligopoly

large portion of the network to participate in the punishinen agyagi's game is a repeated game with correlated pri-
of one deviating node making it too severe, inefficient anghte signals and communication between players[17]. In an
opens a security hole for denial of service (DoS) attacksiigopoly, the products of the sellers are undifferentiatethe
Considering the unreliable nature of the wireless link, ark?hyers. If one seller lowers its selling price, the othetestl
that most reported work considered only isolated compane@emand would be negatively affected. The problem in this
of the protocol stack, an integrated approach addressitty bgame is that pricing signals are not reflective of the acttiaép
routing and packet forwarding has been proposed by [1ffered by the other sellers. Sellers may publish a price yet
Despite the increasing application of game theory in wé®leprovide secret price cutting to customers privately, anocke
multihop networks, the available results do not adequatelynnot constitute a publicly observable signal. The basa i
model the wireless multihop environment. is to introduce communication between the players. At the en
In this paper, we apply the theory of imperfect privatef each stage, the players are to reveal their private signal
monitoring in game theory, and through the adaptation and Rational players would attempt to lie if it is profitable amet
interpretation of Aoyagi's game of imperfect private momit equilibrium has to be built such that everyone has the ineent
ing and communication for the Bertrand oligopoly[17], 8an to tell the truth. The equilibrium can be constructed basdy o
form the problem into a wireless multihop game model. Thisn the publicly observable history of communication and the
model can account for packet errors, buffer overflows, packgnalysis becomes similar to the perfect public equilibsim
forwarding, packet acknowledgements and routing informgre case of public monitoring.
tion dissemination, all of which are important and essdzntig Game Model
characteristics of multihop wireless networks. In sectibn ) o
we provide a brief overview of imperfect private monitorinp}L Quoting [17], the model definition is: “The sétof n( > 2)
based on Aoyagi’'s model, highlighting salient points rafey 1'ms produc_e and_sell products over infinitely many periods.
to our discussion. In section I, we present the model for |8 €very period, firm i chooses pricg); from the setR,
wireless multihop network, and this followed by the validat ©f non-negative real numbers, and then privately obserges i
of the model in section IV based on a theoretical wireleSWn demandi; € . whose probability distribution depends

environment. We summarize our contributions and conclu@® the price profiley; = (pi, ..., pj,) of all firms. Denote the
in section V. demand profile in period by d; = (di, ..., d%,) . We suppose

the d!, ..., d!, are independent, and have identical probability
distribution P( - | p) conditional on the price profilg.”
The game operates in collusion and punishment phases. In
In imperfect public monitoring, the players observe a corit€ collusion phase, the price profile = (p,....p,) is to
mon signal in each period which is an inaccurate indication B€ Sustained. After each period, every fiims to make a
the actions taken by them. An example is an economic modiblic reportr}. Let b; represent any arbitrary report rule and
of collusion between firms[18]. Each firm secretly chooses ibi represent the report rule based on the threshoith; ):

Il. IMPERFECTPRIVATE MONITORING

production level and they observe a common market price. . 1 if ds > mi(pi)
. . . . . _ 1 = i\Di
The market price is a good but imperfect indicator because of bi(pi, di) = . (1)
. ; . ; 0 otherwise.
fluctuations in demand levels. No such common signal exists
in wireless communications, and thus wireless devices ckar each set of reports,r = (r1,...,7,) € {0,1}", let
only rely on locally (privately) available measurementan@ s(r) = 0 if » is unanimous, that isy; = ... = r,, and

theory models pertaining to imperfect private monitorimg,a s(r) = 1 otherwise. Ifs(r) = 0, they continue to collude
however, relatively recent, and particularly hard to fofate. in the next period; otherwise, punishment begins. Theegfor
The difficulty in private monitoring lies in the lack of re@ive unanimous reports are desirable for all players. The pritityab
game structure and the need to use statistical inferencthen oof unanimous reports conditioned afy is given by the
players’ actions. Using the same example as above, in thgowing equation, wheres; = (p;, b;):

case, the firms engage iq secret price-c;utting. Market p'nsicg P(s(r) =0 | di, i, bi,a",)

no longer a good public signal and the firms rely on observing i . .

its own (private) sales volume, which is also imperfect due t  ~— P(Tg(d-j —my;) 2 0| pi,di; p;)bi(di) @)
demand fluc_tuat_ions. An interesting class of such gamessreli + P(maz(d; — m;_) <0|p;, di,pii)(l — bi(dy)).

on communication[17][19][20]. At each stage of the game, J#i

the players publicize an indication of their private signal The thresholdn; is defined as the threshold when the proba-
There is no constraint on what a player can broadcast, ifity of unanimous profiles is maximized under the collesiv
whatever that is sent, will be acted upon by all other playefsrice profile ofp” and has the following property:

The equilibrium is constructed such that truthful repaytin

is sustained, and punishment strategies depend solelyeon th "’ € arngea£+{P(Tﬂ(dj —mj) 2 0,di 2 mi | p)
history of the reports communicated publicly. The analysis + P(maz(d; —m*) < 0,d; <m; | p*)}.  (3)
thus simplified to the case of public monitoring. JFe !



The game follows thel-segmented grim trigger strategynodes may be tempted to quietly drop packets to conserve
which divides the repeated game irfoseparate componentenergy instead of relaying them. The difficulty in identifgi
games, with each component game being independenttioé selfish nodes is that losses, intentional or uninteatjame
each other. The-th component game, out of a total @f indistinguishable to observing nodes. Despite the anafgi
component games, consists of periad§” + ¢,27 + ¢,.... Aoyagi's model cannot be directly applied as it requires
The game starts in the collusion phase and stays in theblic reporting of private signals. Global sharing of repas
collusion phase until the report profiles are not unanimouifficult to accomplish in a wireless multihop network witito
When this happens, it reverts to the punishment phase. Thaving to periodically flood the network. Instead, we adopt
overall average payoff in each component game is then givegional reporting and punishment.

by v;(6) = (1 —6%)gr + §TP(s(r) = 0 | a*)v;(d), where A region is defined as the overlapping reception range of
§ € [0,1) is the common discount factor for all firmé&! is two adjacent relaying nodes of a flow. Punishment of a node
the effective discount factor for firmfor a component game can be triggered by the observation of non-unanimous report
with T segments ang; is the stage payoff. When all firmsfrom its upstream or downstream regions. The upstreammegio
collude by playinga! = (p;‘,Bi), the probability of having of a node consists of itself, the next upstream node and
non-unanimous report profile is given by: any node that is able to observe them. The downstream
region is similarly defined. Nodes that are out of these two
regions are unable to administer punishment on this node
because they cannot receive two reports from either region

! P(Tjngl(dg m;) <0< T;lg;c(dg m3;) [ p*), (4)

and sinceP(s(r) = 0 | a}) =1 — o, the payoff can be for comparison. Nevertheless, the regions may overlap. Our
simplified to v;(§) = % On the other hand, when P : ; 9 y p.

subsequent analysis will modify Aoyagi’'s model to reflect th

an arbitrary firmi deviates by unilaterally adopting prige change from network-wide to regional punishments.

while following the reporting rulea; = (p;,b;), such that,

gi(pi,p*;) > g during any collusion period within any A. Modelling Multihop Characteristics

component game, the probability of non-unanimous repgyrtin  Considering a single flow, the probability of unanimous

Bi(p;), and the payoff gained from this deviation,(J), are report profile (Eqn. (2)) when all nodes adopt the threshold

given by: reporting strategy is reduced to unanimity of reports betwe
Bi(p:) :P(Ti?(dj —ml) < 0,d; > mi(ps) | pip%y) a node and its immediate upstream and downstream nodes:

P(s(r)=0] di,pi,bi,a*_i)

P d: —m%)>0,d; < m;(p; i tl 5 . * *
+ (7;%5( i —m5) > mi(pi) | pi,p*;) (5) P( {_min_Jrl}(dj—mj)20|pi,di,p_i)bi(di) (10)
J=11—1,2

T *
wl) =0~ mlpors) b P( mar (dy—m) <0 | pidisp)(1 = bi(d)
+0" P(s(r) =0 ps, bi,a” ;)vi(9). (6) j={i-1,i+1}
uring collusion, the probability of unanimous reportirgy i
A aximized (Egn. (3)) with every neighboring node following
v;(8) = (1 —67)g;i + 6" P(s(r) = 0| ps, bi,a*;)vi(8) (7) the collusive thresholen?, wherei € I:

whereg; = su%i€%+gi(pi,pii), P(s(r) =0 phl}i,a’ii) < m; EGTgmmeag%" {P( min (d; — m;‘) >0,d; > m; |p*)
i€y

- i={i—1,i+1}
1 —3; and 3; = inf{B:i(p:) : g:(pi»p~;) > g;}. The result ’ . .
is such that to support collusion, the following inequaeliti + P(_ maz (d; —mj) <0,d; <m;|p")}. (11)

Hence, the maximum payoff that can be gained is given b))r:';

. o ; ) j={i—1i+1}
should be satisfied so that no deV|at|oAn is profitable: Based onm,, it is assumed that there is positive correlation
(1—6")gi + 06T P(s(r) = 0| pi, bi,a” ;)vi(6) among nodes with regards to the received packet count (de-
< (1-06T)gr + 6T P(s(r) = 0] a*)vi(5) (8) mand) and packet loss probability (price) [17]. This assump
h 57 ! tion, among neighbouring nodes, is expressed as follows:
757 i — i) 2 gi — g;. (®  Assumption 1:For eachi € I andp; € R, there exists
I1l. WIRELESSMULTIHOP GAME mi(pi) € [0,00] such that

Analogies of Aoyagi's problem can be drawn to the wireless  P( min  (dj —m}) > 0| d;, pi,pZ;)
. . j={i—1,i+1}

multihop MANET problem. We draw analogy between prices, > p p . i . 12
p, to packet loss probability, and private demand signa|s, = (j:{ﬁ‘fffﬂ}( i —m;) <0[dipipZ;)  (12)
to the recelvgd packet count fr_om a flqw, The recelve(_j Comin (dj—m3) >0 di,pi,p7,)
packet count is a local observation that is a random variable j={i—1,i+1}
where fluctuations can be caused by traffic source variations <P( maz (dj — m;) <0|di,pi, ;) (13)
and various sources of random packet losses. The packet loss g={i—1,i+1}
probability is a collective quantity of errors caused byfeuf for P(- | p;,p*;)-a.ed; > m;(p;) andP(- | p;,p*,)-a.ed; <
overflows and numerous sources of wireless transmission =r:(p;) respectively. (a.e.: common mathematical abbreviation
rors such as signal fading and collisions. In this game,¢keyr for “almost everywhere”.)



When all nodes collude by adopting = (pz, i), the will receive if reports are unanimous, or otherwise, is:
probability of having non-unanimous report profile for the - - P
neighborhood of node is modified from Eqn. (4) to give Vi(d) =1 —){[gi+6gi+ ...+~ gil
Eqn. (14) where the scope of the unanimous report profile has + P(s(r) =01 p;, bi, a* )

(s
been reduced from global to local/regional. x [67; + 6T+, + ...+ 62T 1]
Oéi:P(‘ mzn (d —m)<0 +P(S )_0|pi7bi7a i)P(S(T):()'a*)
=limlitl) X 627G + 6T g, + ...+ 6T 1]
< maz (dj —m;j)|pY) (14) *
j={i=1i+1} + P(s(r) = 1| pi,bs,a” ) P(s(r) = 0 | a¥)
2T — 2T+1 - 3T -1~
The probability of non-unanimous report profile when naéde x [0%1gi+ 07 gi+ ... 40 gil+ .}
alone deviates by dropping packets quietly (which is analsg =1
to firm i secretly cutting its price), while following the =(1-6)) d'gi+ 75T+0<752TZ (@) vi(6)
reporting ruleb;, is given by: =0 =0
5ilp) = P(_min (d;—m3) <0,ds 2 mipy) | pups) 6(6) = (1=7) i+ 367 + 2N ) (17)
i\Pi) = j:{im‘%n%Jrl} g — My y i = Mi\Pi) | Pis P—g i = 9i Y 1—aol |V
_ > N
+P(j:{m§+l}(d mj) = 0,d; <mi(pi) | pi,p*;). (15) where 7 = P(s(r) = 0 | pi.bia®,) anda = 1— 7 =

P(s(r) = 1| p;,bi,a* ;) are respectively the probability of
unanimous and non-unanimous profiles during deviation. To
Dividing a protocol game into components, like tHe support collusion, the following inequalities (18), (19Mda
segmented grim trigger strategy adopted in Aoyagi's gan{@o) must be satisfied so that any deviation is not profitable

would require tight time synchronization that is usuallﬁlnd hence undesirable:

avoided in distributed systems. Insteadl'asegmented Tit- T T ~62T
For-Tat strategy [14] is adopted, which divides the game int (1=07)gi+ [75 . a(;:r]vi(‘s)
infinitely repeating stages, within which a stage lasts for

B. Periodic Punishment Approach

~ 52T
periods. The strategy played in tii¢h stage depends on the >(1-6")g + {wT + 1047754 v;(9)
report at the end of thét — 1)-th stage. The game begins or o -
in collusion for the first stage, and if the previous report isr[ §T + ayd T aryd }Ui((;)
unanimous, the game continues to the next stage in collusio 1 —adT 1 —adT
otherwise, punishment occurs. Thus, the game payoff is: > (1—0")(gi — 9:)
H=(1-6 ;‘+5;‘ 48T g+ o7 o,
vi(8) = (1= 8){lg7 +dg o - e a)ld) 2 - 6 a8)
P(s(r)=0]a")[6Tg; + 6T gr + ... + 62 1gr |+ 1—ad
P(s(r) =0]a")P(s ( )=0]a ) wherea > 3;. To ensure that a node does not deviate to
(02T gr +62TH1gr 4 4 53T1g* ] 4 a strategy that has a lower gain per stage than that of the
! ! ! collusive strategy, but achieves a higher overall gain bsea
P(s(r) =1]a")P(s(r) = 0] a”)x the deviated strategy has a higher chance of getting unaisimo
(6% gr + 62T gy + . 4+ 83T g +..) reports than the collusive one, and consequently suffers fr
T—1 fewer punishments, we assume the following [17]:
vi(0) = (1=0) Y &'g7 +~78" vi(8)x o , ,
; Assumption 2:For eachi € I, a < mfpiem+ﬂi(pi).
[14 (adT) + (adT)? + (adT)® +...] As a result, Egns. (14) and (18) become:
i(0) = (1 —adT)g! *_
vi(3) = (1- " )g; (16) vil0) = 1 m ol = i e
6T < — (19)
wherey = P(s(r) = 0 | a*) anda = P(s(r) = 1 | a*) = i
1 — ~ are respectively the probability of unanimous and non-
unanimous report profile during collusion. ST (B —a)(gr —e) > (1 —ad™)(gs — g))
TS (gi —97)
C. Condition for Efficient Collusion = (Bi —a)(g; —€) +algi — gf) (20)

We now derive the conditions that will encourage nodesheree > 0 is any small number. Combining the inequalities,
to continue colluding. The maximum payoff obtained fronthe following condition should be satisfied for deviationbt®
deviations, consisting of expected stage payoffs that & naghprofitable:



mazicr (9i — 97) <7 < mmzezi adopted ig;, the packet received probability of its downstream

(Bi — ) (g7 —€) + algi — g7) @g; nodei + 1, conditioned on this knowledge, is given by:
maxicy (gi — gz*) < minjer— <
(B = a){g; <) + algi — 57) ag; .
(5: ~ g1)/ ey Pl din) = )1 Ja=pyto e @9
max; - o~ < Mnier— g (20 ¢ ; i
Gl -9+ G- g di
: pi (g — ¢
i 1 ——1)—= i 21 . o .
mamier | L+ ( ) (9 — 97) ¢ < mazierg; (21) On the other hand, the packet receive probability of its
IV. GAME MODEL VALIDATION upstream node — 1 conditioned that node received a total
In this section, we apply the wireless multihop game mode I d packets, and the packet loss probability it adopted, is

in a theoretical environment to prove that the model is fdasi E given by:

We assume the traffic source follows a Poisson distribution

and the wireless impairments are collectively modeled ahea P(di_1,d; | po.p1,..., Di-1)
link by a Binomial distribution, both of which are common £ (di-1 [di,po.p1,...,pi-1) = —
and frequently assumed statistical models for networkyaisl
The probability distribution of the number of packetgen-
erated by the source of a flow follows a Poisson distribution (di—1
given by P(s = z) = ”;ﬂ where X is the mean number
of packets generated, while wireless transmission errms a _
modeled as a loss probabilipy. This includes impairments B. The Reporting Strategy
such as propagation loss, signal fading and packet calksio

P(d; | po,p1,-- Pi-1)
o (AAi,lpiil)difl7di67()‘Ai71pi71)
a —d,)!

(26)

A Modelling Pri ob . The collusive reporting threshold is the threshold whereby
- Modelling Private Observations the probability of uniform reporting is maximized when all

The private observations in the oligopoly economic modedembers are in collaboration. Using Eqn. (11), we get:
refer to the private demand levels observed by a firm. The

equivalent in the wireless multihop network scenario is the
number of packets received by a node. Based on the above ad (AA:_I)difle_()‘Ai—l)

assumptions, the probability distribution of the number of Z d;_ !
packets,d, received by a node subjected to wireless impair- 4i-1=m_,
ments with a loss probability gé; is given by: di-1 o
i—1 _ o Ndi(p* \di—1—d;
00 Y x Z ( d: )(1 pi—1)“ (Pi1)
i d S (5 Y- gy gy
= [d'( pt)] (22) di+1:m;f+1 dH_l
which shows that binomially distributed wireless errorsnbd mi—1 (AAF_ | )dim1e=(Miza)
alter the packet distribution characteristics at the negtdther + Z - A
than lowering the mean arriving packet count. The choice of di-1=0 ot
binomial distributed errors thus has the advantage of ioigat mi—1 di 1 i
symmetry at every node. Next, by assuming that the relaying X Z ( d )(1 —pi—1) " (Pim) !
node maintains a dedicated M/M/1 queuetgbackets for the di=0 ’
flow, congestion can result in packet loss with loss prolitsbil miyi—1 d
l. = x*(1 = x)/(1 = x**1) wherey is the system load, and x Z ( ! )(1 pi)dir (pr)di—di
given congestion loss probabilify. , P(d) becomes: digg=0 N1
Pld) = e—)\(l—pt)(l—pc)[,\(l —p)(1 - Pc)]d. (23) | | . |
d! where the first term is the probability of reporting a '1’ (hig

Aggregating the local congestion and transmission loss rand the second term is the probability of reporting a 0’
1 —pi = (1—pit)(1 — pic), the packet received probability (low). Each term consists of nested cumulative receive @ack
distribution at node, with A; = H;;}J(l —pj), is given by:  probabilities of the next node given that a certain packento
' 4 A has been received at a previous node. Given that the thoeshol
[AA;]% e My i ; ; TR
P(d|po.p1...., pi1) = ) (24) mu, like the received packet count, is a positive integer, the
di! amount of deviation in the probability of unanimous reports
At the end of a stage in the game, if notleeceived a total in the presence of the smallest positive deviation (i.euealf

of d; packets, and the (aggregated) packet loss probabilityl in reporting threshold is given by:



P n (dj —m?) > 0,d; >m; | p*
(_man (4= mj) 2 0,di =2 mi | p7)
P dj —m?) < 0,d; <my | p*
+ (j:{i@clzﬂa;;l}( j—m;) <0,d; <m;|p")
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Optimum Cutoff Reporting

and reaches a peak, before it starts to decrease. The peak

Therefore, the increase in unanimous probability when nodecurs whem\; = 0 . This happens wheF,.; = Y;_; = 0.5,
i deviates from the reporting threshold positively by 1 usit iwhich meansn;_,—m; = AA}_,p;_, andm},, = m;(1—p;)

given by:
A= QA7)
(m})!
di 120 (di—1 —m;)!
m;;lfl s
D G (B
dis1=0 i+1

N Y L

-

. _ Y
di—lzm:,1 (dz—l mz)-
m; ms
g 1 — pF)dit1 (pFymi—dit1 27
X Z (di+1)( i)+ (p) }( )
di+1:mi+1

To analyzeA;, we first defineY;_; andY;,, as follows:

*
m;_;—m;—1

()\Af_lp;f_l)di71e—(AA371p;71)

>
. |
d;—1=0 (dl_l)'
i (AA: 1]9;F 1)d77fle_()‘A:71P:—1)
:1— - —
. |
di71:m2<71 my (dz_l)'
mf+1*1
my *\d; % —ds
Yip1 = Z ,l (1 — pp)dir (py)mi—die
dit1
d71+1:0 i+
m;
D DI R (S
. \dit1
dit1=m],,

are at the medians. With the functidyy = 0 having a unique
solution atm, = m} = AAf(Vi € I), we can conclude that
m; = A\(Vi € I) is the reporting threshold whereby the
probability of unanimous reports is maximized when all rode
report packet loss probability* during collusion.

C. Correlated Receive Packet Count Signal

When the receive packet count is “positively correlated”
across nodes, there exists a single-crossing property rof co
ditional probabilities (Eqns. (12) and (13)). By Assumptio
1, it means that the conditional probabilities of other reode
unanimously reporting a '1’ (high) or '0’ (low) increases or
decreases, respectively, as the received packet cduntof
node: increases. In other words, the higher the receive packet
count that node locally detected, the more likely it is for other
nodes to unanimously report a '1’ (high) and vice versa. From
Egns. (25) and (26), we determine the combined probability
of its neighbors receiving packets equalidg ; and d;11,
conditioned on the event that the nodieself has received,;
packets and is adopting a loss ratepef while other nodes
are in collusion:

P(di—1,dit1 | di,pisp~y)
=P(di—1,d;,pi,p" ;) P(diy1 | di,pi, 07 ;)
()\A;‘_lpz‘_l)(diflfdi)e_(k/\)fflp:fl)
(di—1 —dy)

d; o
diy1

(28)

and plot the various combinations as shown in Figure 1.

Both ;1 andY;_; decreases as,; increases. Hence, as;

The conditional probabilities of neighboring nodes rejpart

increases, the increase in unanimous probability slowsndovt’ (high) or 'O’ (low) are respectively, as follows:
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)(1 — pi) % pliT % we note

=1- Pf:{ﬁ%ﬂ dj —mj) > 0,di > mi(pi) | pi, pZ;)
- Pj(:{f}?ffﬂgdj —mj) <0,d; <m;(p:) | pi, pZ;)
=1- Bi(p:) (32)
and Assumption 2 can be reformulated as:
For eachi € I, A; > sup,cp, Bi(pi) (33)

The collusive probability of unanimous reportind;, occurs
when nodes adopt the collusion loss rate (prigg) and
threshold reporting strategy of cutoff value'. The threshold
is obtained from the crossing point of Eqns. (29) and (30)
and has the highest probability with respect to any other
cutoff values as shown Section 1V-B. A node therefore has
no incentive to deviate from the collusive cutoff reporting
threshold ofm; when adopting);. Nevertheless, a node may
decide to deviate from its agreed packet loss f&téo a loss
rate ofp; and choose a different thresholdp;) to maximize
the deviated unanimous reporting probabiliy.

The relationship between the various distributions areveho
in Figure 2 which plotsH;1(d;,pf), 1 — Hix1(di,pl),
P(d; | pi,p™;)Hi—1(di) and P(d; | pi,p*;)(1 — Hi—1(ds)).
When node adopts the collusive strategy gif, the two curves

that bothH,_, (d;) and H, .+ (d;, p;) increase ag; increases, Hi+1(di,p;) andl—H;;1(d;,p;) intersect atn; as shown by
and consequently, Eqn. (29) increases while Eqn. (30) dbe thlck black lines in Figure 2. These curves shift to tightri
creases, exhibiting “positive correlation” of receive rgiyy @Sp: increases abovgy, and to the left ag; decreases below
levels across nodes. When all nodes collude= m: = P;- Onthe other hand, the curvé¥d; | pi,p*;)H;-1(d;) and
AA(Vi € I) is a crossing point. The median &, occurs P(di | pi,p™;)(1 — Hi1(d;)) are independent and invariant
atm? (1 —p;) = m},, giving it a value of 0.5. Similarly, the Of pi- We observe that the curveB(d; | p;, p”;)Hi-1(d;)
median of H;_; occurs atA*_,pi_, = mi_, —m giving it andP(di | pi,p=;)(1 — Hi—1(di)) appear to be symmetrical
a value of 0.5. aboutm;, which is exactly point whered;(d;,p;) and

1 — H;41(d;, p}) also symmetrical about the vertical line at
D. Highest Unanimity at Collusion my. It is not surprising since the packet arrival probability

Assumption 2 describes a condition whereby deviatigfistribution function is a Poisson distribution that can be
will always increase non-unanimous reports and conselyuerftPProximated to a Normal distribution that is symmetricizoo
increases the likelihood of punishments. A node thereforsd S meanm;. Similarly, H;_(d;) and 1 — Hiy1(d;, p}) are
not have the incentive to play a strategy that has a lowerfpayo
than the collusive strategy. From Eqns. (14) and (15), toyet
with Egn. (11), and definingl; and B;(p;) as shown below,
we get:

1E+000

a; =P(  min ) <0<  maz

(d; = m; (dj = m3) | ")

Fe{im1,i,i+1 J Ge{im1,4,i+1 1E:b0
=1 Ll ) 2 0z )
* Ij(:{m?fﬂ@dj —mj) <0,di <m;|p)} 1E0024+—+—£ 2

=1 P(j:{iznl%iﬂ}(dj —mj) 2 01p7)

- P(j:{iﬁlﬁfiﬂ}(dj —mj) <0[p7) 1E-003
=1-—4; (31)

Bi(pi) :Pj(e{ﬁmﬂ dj —mj) <0,d; > mi(pi) | pi, ;) 1E.004 “
+ Pj(e{ﬁ?,arlgdj B mj) 2 0,di <m; (pi) | pi,pf) Fig. 2. Graphical Evaluation of Unanimous Probability



approximately symmetrical abouk; so that the product dominant and the other is reduced to zero. At that point, the
P(d; | pi,p*;)Hi—1(d;) and P(d; | pi;,p*;)(1 — H;_1(d;)) valueB; has the lowest possible probability equaling the area
are symmetrical about;. The symmetrical property helps tounder the dotted (blue) curve or the dashed (purple) curve.
simplify the proof of Assumption 2 (Eqgn. (33)) without going Hence, we have analytically illustrated that igsdeviates
into complex mathematical calculations. from p?, the probability of unanimous reporting decreases and
To prove that no deviation is profitable by validating EqnB; will always be lower thanA4;, thus proving Assumption
(33), we first express!; (which is only a special case when2. Figure 3 further demonstrates the changes in unanimous
m! = m(p;)) and B;, as follows: probabilities as nodé adopts differenp;. The probability is
maximized wherp; = p; = 0.1.
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+ZP(d | p*) J( {lm%n gdj—mj)<0|di7p ) o H B
d»L:O
> 075 — I
- Z (di | p*)Hi—1(di)Hiy1(di, p}) 073 - = .
d;=m* 07 — — 4 | |
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= ZP d; | pi, p* (di)H;s1(di, pi) Fig. 3. Unanimous Probability at Various Packet Loss Rates
- o1 Py J i+1(di, Pi
d_m(z;)l In this section, we have derived an optimum reporting
(pi

strategy for the wireless multihop model in this environimen
+ ZP di | pi,p= ) (1 = Hioa(di))(1 — Hiva(dispi)) e hg\%e shown that correlatiog of received packet counts
(Assumption 1) exists, proving that threshold reportingast
(35) L X .
of the equilibrium strategy in such an environment. We have

where the probabilities; ;(d;) and H;,(d;,p;) are ob- also shown that abiding by the agreed packet loss probabilit
tained from Section IV-C and®(d; | p;, p*,), which is the ensures maximum probability of unanimous report profiles
packet arrival probability distribution function at nodeis (Assumption 2). This ensures that the nodes will only deviat
evaluated in Eqn. (24). to strategies that have higher short-term gains. With Agsum

A; (Eqn. (34)) comprises a lower summation and a highéiens 1 and 2 satisfied, punishment strategies are simplified
summation. The lower summation, which is the probabilitio those applicable to regular (public and perfect) remeate
of having a unanimous '0’ (low) report, consists of th@ames which include the T-segmented grim trigger strategy
summation of the product of the decreasing black line astiggested by Aoyagi or an improved wireless punishment
the dotted (blue) curve from the lower limit ta} — 1, in strategy provided in Section IlI-B.
Figure 2. The higher summation, which is the probability of a
unanimous '1’ (high) report, consists of the summation & th
product of the increasing black line and the dashed (purple)in this paper, we focus on the problem of selfish behaviour
curve fromm; to the upper limit. in wireless multihop networks like MANETs as there is a

Similarly, B; (Egn. (35)) consists of a lower summation angiotential for such behaviour to occur in emerging network
upper summation of the same pair of lines exceppfog pf, scenarios where communications is envisaged to span mul-
when the black lines move away from the line of symmetry &ihop wireless links, over nodes that may subscribe/belong
my. The cutoff point of the lower and higher summations is ntw different providers. We search for a sustainable network
longer optimum atn. Regardless of the choice of cutoff valuebehavior in wireless multihop networks where cooperation
m(p;), when the black lines diverge, the overall summatiocomes at a cost. While these (selfish) users have no malicious
decreases, with one of the summations increasing and tke othtent to disrupt network operations, they are rationalrsise
decreasing in value, until a point when only one summationtisat are sometimes constrained by resources which make them

V. CONCLUSION



less likely to cooperate. They would require incentives 0f2] “Nokia rooftop wireless routing,” White Paper, Nokia Neorks, 2001.
punlshments to encourage Cooperatlon and partICIpatlon [ﬁ] A. B. MacKenzie and S. B. WICkeI’, “Selfish Users in Aloha:Game-

network operations.

Game theory is exploited to analyze an integrated model

Theoretic Approach,” inProc. IEEE VTS 54th Vehicular Technology
Conference (VTC'01)Atlantic City, NJ, USA, Oct. 7-11, 2001, pp.
1354-1357.

of transmission |OsseS, buffer OVerﬂOWS, packet ackn(wled [4] ——, “Stability of Multipacket Slotted Aloha with Selfistusers and

ments, packet forwarding and routing information dissemi-

nation, all of which are important characteristics of wasd

networks. Specifically, we applied Aoyagi’s game of impetfe [5]
private monitoring with communication [17] and adapted it
to the wireless environment. Our wireless multihop modeje]
provides a guiding design principle for protocols that are
robust against selfish users. The analysis is not confined to a

particular layer, but is designed to capture the overalbbit
of a protocol stack.

In this model, relaying nodes establish a mutual agreement

on the collusive packet loss probability (combination ais-

mission losses and buffer overflows) prior to the transrorssi
of a flow. The negotiation of supported packet loss probigbili
is not different from routing broadcasts with QoS or link
quality indications. With this threshold, it is optimal foodes

to report a “1” (high) if their received flow rate exceeds thei
threshold and a “0” (low) if otherwise. These reports are, in
fact, packet acknowledgments which we have proven to Bél
truthful. We have further proven that the routing inforroati

disseminated is also truthful. The local broadcasting pbrts

allows the coordination of regional punishments. Nodes in a
: ; : 1l

region hear the reports from two neighboring nodes of a flow;

and punishment is administered by these nodes in the next

stage if non-unanimous reports have been received.

Lastly, we validated the model in a theoretical wireles&z]
environment using well accepted statistical models of pack
generation and transmission errors. We have proven by math-
ematical derivations and analysis that assumptions made in
our Wireless Multihop Game model are satisfied in thigs
environment. We have also derived a collusive reporting
threshold thereby making the model realizable. Our model
is theoretically consistent with game theory and techhjcal
practical for a distributed, wireless network. We have aldd?
proven that the assumptions made for the model are true
under a commonly accepted wireless environment. Typical

pitfalls, like coordinated global punishments, are avdided
the model fits nicely into existing MANET protocols, requaigi
little overheads and modifications.

There are nevertheless limitations to our model. Firstliz6]
synchronized reporting is required although we have relaxe
the requirement. We envisage that synchronization may not
be required ultimately. Secondly, reports are to be reliabl
broadcast which may be hard to achieve in wireless networ
Thirdly, the model did not capture the medium arbitration
function of the link layer. Finally, we have not answered
the question of how the nodes should choose a collaborath®

packet relay probability which is left for future study.
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