Transforming CS Course Engagement: Evidence-Based
Solutions

The post-COVID landscape has fund: lly altered student expectations and behaviors in

computer science education, with at jance rates

ing to as low as 10% in some
courses. However, recent research from 2020-2025 reveals powerful strategies that can reverse this
trend, with successful implementations achieving 60-75% attendance rates and measurably
improved learning outcomes. The key lies in combining active learning pedagogies, strategic use of
technology, and community-building approaches specifically validated for technical subjects.

The evidence is compelling: courses implementing peer instruction show 50% lower failure rates
and 33% higher retention, (NSF Award Search) (NSF Award Search) while problem-based learning
approaches demonstrate 85% reductions in absenteeism when properly implemented. For

web security courses specifically, the real-world relevance of cybersecurity challenges creates
unique opportunities to leverage students' intrinsic motivation while addressing the documented

challenges of online learning fatigue and social disconnection.

Active learning transforms CS education outcomes

The most impactful intervention for CS courses is peer instruction (PI), which has been extensively
validated across multiple institutions with quantitative results that far exceed traditional lecture
approaches. Research from UC San Diego, Stanford, and other major universities shows that
students in Pl sections scored significantly higher on final exams than traditional lecture students,

with failure rates reduced by more than 50% compared to standard lecture-based courses.

NSF Award Search +2

The implementation is straightforward yet powerful: 5-10 minute cycles of pose question —

r - peer ion — re-vote — instructor explanation. For web security

P

courses, this translates to targeted conceptual questions about threat models, attack vectors, and
defense mechanisms. (Peerinstructionacs) The beauty of this approach is its adaptability to low
attendance scenarios—questions can be delivered online with discussion forums for remote
students, maintaining the collaborative element that drives learning.

Problem-based learning (PBL) ges as the ideal compani gy for cyk urity
education. Research from the Journal of Information Systems Security Education demonstrates that

PBL addresses the "multi-faceted and ill-defined problems prevalent in real-world cybersecurity

{ResearchGate )

Students working through authentic security scenarios—incident response, vulnerability analysis,

scenarios” while promoting learning through complex, open-ended problems.

penetration testing—show dramatically improved focus, interest, and motivation compared to
traditional theory-heavy approaches.

The gamification dimension adds another layer of effectiveness. Studies with CS students show 85%
reductions in absenteeism when active methodologies include game elements, with 72% of
students reporting that activities boosted learning and 75% acknowledging higher engagement
levels. For web security, this translates naturally into competitive elements like
ethical hacking competitions, CTF-style exercises, and point systems for vulnerability discoveries.

Strategic attendance solutions address post-pandemic realities

The post-COVID attendance crisis is pervasive, with 76% of faculty reporting lower attendance

than pra ic levels. (Times Higher Education +3) However, innovative approaches are proving
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successful. The most promising is the “opti y model developed at

Carnegie Mellon, where students choose whether to make attendance mandatory for themselves.
Results are remarkable: 73-95% of students across five classes chose mandatory attendance,

and those with chosen mandatory attendance performed better than those with imposed

requirements. (Camegie Mellon University )

This autonomy-based approach addresses the fundamental shift in student expectations while
maintaining educational effectiveness. Virginia Tech's accountability model provides a
complementary strategy: requiring pre-class contact for remote access and conditional recording
release based on attendance thresholds. Schools using these accountability measures see 20-30%
higher in-person attendance. (vt)

The key insight is making in-p at e y rather than simply

penalizing absence. For web security courses, this means reserving hands-on penetration testing,
live vulnerability demonstrations, and collaborative incident response exercises for in-person
sessions. Students quickly recognize that these experiences cannot be replicated through
recordings.
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C ity building proves ial for Research shows that social

learning theory applications—pair programming sessions, peer mentoring, study group formation
time—create the relational foundation that motivates attendance. {ResearchGate +2) The “Zoom buddy
system" where students alternate being present for absent peers, combined with pre-class informal
interactions, builds the community of practice that makes students want to participate. {Vt)

Content delivery innovations balance detail with clarity

Students consistently express the need for detailed ith cluttered slid challenge

that recent research has systematically addressed. The solution involves separating presentation
materials from comprehensive reference materials while implementing proven design principles.

I d, addresses multiple chall

The flipped classroom model, when properly i
simultaneously. Students learn syntax and theory at home through carefully crafted video
segments (under 5-10 minutes each), freeing class time for problem-solving and hands-on
activities. (mdpi) This enables individualized pacing while promoting active learning
through collaborative activities. Research shows particularly strong results for CS courses, with

female students showing significantly higher engagement with pre-class recorded lectures.

Interactive Jupyter notebooks represent a breakthrough in CS education delivery. They
combine code, narrative text, equations, and visualizations, enabling “computational storytelling"
where students can see and modify running code. This approach has proven highly effective for
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technical subjects, allowing incremental learning and immediate feedback while supporting

multiple programming languages.

For slide design, research validates the 3-second rule: main points should be understandable
within three seconds. This requires one topic per slide, visual hierarchy through consistent
formatting, and minimal text focused on key concepts with supporting visuals. Students value slides
that serve as study resources after class, suggesting a dual-purpose approach where presentation

slides remain clean while detailed notes are provided separately.

Assessment strategies drive engagement without punishment

Post-COVID research reveals that assessment innovation may be the most powerful lever for
improving engagement. Open-book examinations gained 94% adoption with high student

satisfaction, (Frontiers ) while project-based replacements for traditional exams showed improved
learning outcomes. The shift from high-stakes testing to continuous
assessment through weekly challenges and portfolio development aligns with both learning science

and student preferences.

For web security courses, this tr | into

approaches: virtual labs and

capture-the-flag exercises, real-world incident response scenarios, peer review of security

implementations, and reflective portfolios documenting skill development. (Nuvepro) These
assessments naturally require active participation and engagement while building practical skills

that students recognize as career-relevant.
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The “performance-based at e" model fi on scoring based on active
participation rather than physical presence. This includes collaborative work requiring real-time
interaction, live coding demonstrations where students present solutions, and problem-solving
sessions that cannot be completed individually. {NCES Kids Zone ) Research shows this approach

increases both attendance and learning outcomes while reducing student resistance.

Technology integration amplifies rather than replaces human connection

The pandemic accelerated technology adoption in education, but research clearly shows that
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tec gy when it enh rather than replaces human interaction. (Frontiers) The

most effective digital tools create opportunities for collaboration, immediate feedback, and

authentic practice rather than passive content consumption.

Student response systems (clickers, Poll Everywhere, Kahoot) transform lectures from
monologues into interactive experiences. These tools work effectively in hybrid environments,
allowing both in-person and remote students to participate simultaneously. For web
security, real-time polling about recent security incidents, vulnerability assessments, and ethical

scenarios maintains engagement while gauging comprehension.

Virtual lab i and simulation tools provide hands-on experience that would be
impossible in traditional classrooms. Cloud-based penetration testing platforms, vulnerability
scanners, and collaborative threat modeling tools give students immediate access to industry-
standard security tools. The key is pedagogical alignment—technology should serve clear learning

objectives rather than being adopted for its own sake.

Research on Zoom fatigue provides specific technical solutions: disabling self-view reduces
fatigue by 71%, using natural backgrounds instead of virtual ones decreases cognitive load, and
limiting synchronous sessions to 60-90 minutes with active participation elements every 10-15
minutes maintains engagement. {Nature +2) These findings inform the design of effective hybrid

learning experiences.

Implementation framework for immediate action

The evidence supports a phased implementation approach that builds momentum through
early wins. Phase 1 (weeks 1-3) focuses on foundation setting: establishing clear expectations,
offering student autonomy through optional-mandatory policies, intensive community-building
activities, and peer support systems. This creates the relational and motivational foundation for

sustained engagement.

Phase 2 (weeks 4-8) accelerates engagement through active learning implementation. This
includes requiring in-person participation for key activities, launching point-based incentive
systems, providing exclusive in-person content that cannot be replicated online, and using analytics
to identify at-risk students for early intervention.

Phase 3 (weeks 9-16) reinforces the new culture through recognition, peer leadership

opportuniti impr based on fi
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and focus on sustainable long-
term habits. This progression allows both instructor and students to adapt gradually while building
the skills and relationships necessary for sustained success.

For the specific 2-lecture + 1-tutorial structure (150 minutes total), the optimal framework

allocates:

Lecture 1 (50 minutes): Brief content overview (10 min) + peer instruction cycles (30 min) +
Q&A (10 min)

Lecture 2 (50 minutes): Problem-based learning with complex security scenarios (15 min
setup, 30 min small group work, 5 min reports)

Tutorial (50 minutes): Hands-on implementation of concepts from lectures with individualized
instructor support

Conclusion

The transformation of CS course engagement requires a systematic approach combining proven

active learning pedagogi at e policies, i ive content delivery, and

} i hods. (Canisius) (ACM Digital Library ) The evidence from post-COVID

research is clear: institutions implementing these evidence-based strategies typically see attendance

improvements from 10% to 60-75% over one semester, with sustained improvements in student
performance, engagement, and program satisfaction.

The key insight is that foll Ily from courses that provide genuine

value, c and i c ity. For web security courses, the inherent
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relevance of cybersecurity skills, combined with the collaborative nature of security work, creates
unique opportunities to implement these research-validated approaches.
goal is not simply to increase attendance, but to create learning experiences so valuable that

students choose to participate actively in their own education.

Success requires commitment to evidence-based practice, willingness to experiment and adapt, and
focus on student agency and community building. The research
roadmap is clear—the remaining challenge is implementation with fidelity to the principles that

make these approaches effective.
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