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Standard Security Engineering 
 
 

Discover 
Vulnerability 

Develop 
Patch 

Get Alert 
and Install 

Patch 



 

Is this sustainable? 
 Internet 

     100 key applications 
     100 vulnerabilities 
     = how many holes for hackers? 

 
 



 

Is this sustainable? 
 Expert coder (1 bug/1,000 lines) 
 Size of Windows/Linux codebase  
about 100 million lines. 

   CERT posts advisories for 5,000 
per year (2003). 

 How long to discover/fix all of 
these? 

 

 
 



 

Better security engineering. 
1  Adopt a security architecture. 
2  Adopt good design and 

implementation practices. 
3  Evaluate the security of the system 

before deployment. 
 

 
 



 

What is an attack? 
 

 
 



 

What is vulnerability? 
 mistakes/bugs 

      design, implementation, usage 
   assumptions no longer holding 
     closed to open environment 
 

 
 



 

Assumptions no longer holding 
  

 
 



 

What are some common attacks? 
 Architecture/design level 
 Implementation level 
 Operational level 

 

 
 



 

Architectural/Design level: 
 Man-in-the-middle  
 Race condition attack 
 Replay attack 
  

Application and network level 
attacks. 

 
 



 

Architectural/Design level: 
  Sniffer attack 
 Session hijacking attack 
 Session killing attack 

Network level that affect 
applications. 

 

 
 



 

Implementation-level: 
 Buffer overflow attacks 
 Back door attack 
 Parsing error attack 

 

 
 



 

Operations-level: 
 Denial-of-service attack 
 Default accounts attack 
 Password cracking. 
  

 
 


