Java Bytecode Verification for @NonNull Types
Chris Male, David J. Pearce, Alex Potanin and Constantinarlov

Computer Science Group,
Victoria University of Wellington, NZ
{malechri,djp,alex,dymnikkos@mcs.vuw.ac.nz

Abstract

Java’s annotation mechanism allows us to extend its tygersywith non-null
types. However, checking such types cannot be done usingxtbeng bytecode
verification algorithm. We extend this algorithm to verifgmnull types using a
novel technique that identifies aliasing relationshipsveen local variables and
stack locations in the JVM. We formalise this for a subsetadaIBytecode and
report on experiences using our implementation.

1 Introduction

Nul | Poi nt er Except i ons are a common error arising in Java programs when ref-
erences holdingnul | are dereferenced. Java 1.5 allows us to annotate types and,
hence, to extend the type system wi@lonNul | types. An important step in the
enforcement of such types is the bytecode verifier which reffitiently determine
whether or not non-null types are used soundly. The startgetode verifier uses a
dataflow analysis which is insufficient for this task. To azkirthis, we present a novel,
lightweight dataflow analysis ideally suited to the problefwerifying non-null types.

Java Bytecodes have access to a fixed size local variableaardsstack [37]. These
act much like machine registers in that they have no fixed agseciated with them;
rather, they can have different types at different programts. To address this, the
standard bytecode verifier automatically infers the typeloaal variables and stack
locations at each point within the program. The followirigstrates a simple program,
and the inferred types that hold immediately before eadtiogon:

static int f(lnteger); | ocal s st ack
0: al oad_0 [Integer] []
1: ifnull 8 [Integer] [Integer]
4: al oad_0 [Integer] []
5: invokevirtual ... [Integer] [Integer]
8: return [Integer] []

Here, there is one local variable at index 0. On method ethig/js initialised with
thel nt eger parameter. Thal oad_0 instruction loads the local variable at index 0
onto the stack, and tHent eger type is inferred for that stack location as a result.

A bytecode verifier for non-null types must infer that theuealoaded onto the
stack immediately before thenvokevi rt ual method call cannot beul | , as this



is the call’s receiver. The challenge here is thiahul | compares the top of the stack
againstnul | , but then discards this value. Thus, the bytecode verifiestine aware
that, at that exact moment, the top of the stack and local @le&ses. The algorithm
used by the standard bytecode verifier is unable to do thisrefbre, we extend this
algorithm to maintain information about such aliases, apdefer to this technique as
type aliasing More specifically, this paper makes the following conttibos:

e We formalise our non-null bytecode verifier for a subset ebJytecode.
e We detail an implementation of our system for Java Bytecode.

e We report on our experiences with using our system on reaevpoograms.

While there has already been considerable work on non-ypds (e.g. [43, 20, 33,
9, 17]), none has directly addressed the problem of bytegedgcation. While these
existing techniques could be used for this purpose, theyat@®n higher-level pro-
gram representations and must first translate bytecoddheiorepresentation. This
introduces unnecessary overhead that is undesirabled@pénformance critical) byte-
code verifier. Our technique operates on bytecode dirghthg eliminating this ineffi-

ciency.

2 Preliminaries

We extend Java types to allow references to be declared asuiband for arrays to
hold non-null elements (if5.4 we extend this to Java Generics). For example:

Vect or vli,
@onNul | Vector v2;
@onNul | I nteger @onNull [] al;

Here,v1 is anullable reference (one which may baul | ), while v2 is a non-
null reference (one which may not Inal | ); similarly, al is a non-null reference to
an array holding non-null elements. When annotating arridngsleftmost annotation
associates with the element type, whilst that just befoeebttaces associates with the
array reference type. We formalise a cut-down version oftirenull types supported
by our system using the following grammar:

« 1= @QNonNull |e
T ::= Tal[] |[aC|null| L

Here, the specialull type is given to thewul | value,e denotes the absence of a
@lonNul | annotationC' denotes a class name (elgnt eger ) and L is given to
locations which hold no value (e.g. they are uninitialisadjeadcode, etc).

An important question is how our system deals with subtypifgr example, we
do not allow the following:

@VonNul I Integer @onNull [] < Integer @onNull []

In fact, we require all array element types be identical leetwsubtypesA formal
definition of the subtype relation for our simplified nondriype language is given in
Figure 1.

Iwhile this contrasts slightly with Java’s treatment of gsrave cannot do better without adding runtime
non-null type information to arrays.
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Figure 1: Subtyping rules for non-null Java types. We asswafiexivity and transitiv-
ity, thatj ava. | ang. Obj ect is the class hierarchy root and, hence, is also

An important property of our subtype relation is that it farmcomplete lattice
(i.e. that every pair of type®y, 7> has a unique least upper bouid, U 75, and a
unigue greatest lower boun@d; M 73). This helps ensure termination of our non-null
verification algorithm. A well-known problem, however, st Java’s subtype relation
does not form a complete lattice [35]. This arises becausectasses can share the
same super-class and implement the same interfaces; lteysnay not have a unique
least upper bound. To resolve this, we adopt the standanti@obf ignoring interfaces
entirely and, instead, treating interfaces as typ@a. | ang. Obj ect . This works
because Java supports only single inheritance betweeseslaJ his is the approach
taken in Sun’s Java Bytecode verifier and, hence, our system less general than it.

3 Non-null Type Verification

Our non-null type verification algorithm infers the nullsesf local variables at each
point within a method. We assume method parameters, reypastand fields are
already annotated wit@NonNul | . Our algorithm is intraprocedural; that is, it con-
centrates on verifying each method in isolation, rathen tha whole program together.
The algorithm constructs an abstract representation ¢f eethod’s execution; if this
is possible, the method is type safe and cannot thrdlwld Poi nt er Except i on.
The abstract representation of a method mirrors the cofibwlgraph (CFG): its nodes
contain an abstract representation of the program stdted@nabstract storegiving
the types of local variables and stack locations at thattpdis edges represent the
effects of the instructions.

We now formalise this construction process for methods.s@antors are ignored
for simplicity and discussed informally i§6. Also, while the full Java Bytecode in-



struction set is supported, only a subset is consideredfbebgevity. Figure 2 details
those bytecode instructions we are considering here.

3.1 Abstract Store

In the Java Virtual Machine (JVM), each method has a fixed-kizal variable array
(for storing local variables) and a stack of known maximumtbefor storing tempo-
rary values). Our system models this using an abstract,stdrieh we formalise as
(%,T, k), whereX is theabstract meta-hegd" is theabstract location arrayand

is thestack pointewhich identifies the first free location on the stack. Hérenaps
abstract locationgo type referencesThese abstract locations are labelled. . , n—1,
with the firstm locations representing the local variable array, and theneder rep-
resenting the stack (hence—m is the maximum stack size and< n ). A type
reference is a reference totgpe objectwhich, in turn, can be thought of as a non-
null type with identity. Thus, we can have two distinct typgexts representing the
same non-null type. Crucially, this types-as-referenggs@ach allows two abstract
locations to bdype aliasesthat is, refer to the same type object. For example, in the
following abstract store, locatiorisand2 are type aliases:

Y ={ri— @QNonNull Integer,ro+—String}, I'={0 ri,1— r9,2— 11}, k=3

Here, the abstract meta-headh,maps type references to non-null types. It's called
ameta-heams>. does not abstract the program heap; rather it is an intetnatsre
used only to enable type aliasing.

Definition 1. An abstract storéX, I, k) is well-formed iff dom(I") = {0,...,n—1}
for somen, ran(I") C dom(X) and0 < x < n.

3.2 Abstract Semantics

The effect of a bytecode instruction is given by atsstract semanticavhich we de-
scribe using transition rules. These summarise the abst@e immediately after the
instruction in terms of the abstract store immediately befti any necessary con-
straints on the abstract store immediately before theunttn are also identified.

The abstract semantics for the bytecode instructions dereil in our formalism
are given in Figure 3. Her&[r, /r2] generates an abstract store fronwhere all ab-
stract locations holding; now holdr,. Several helper functions are uséeidT (0, ),
returns the type of fieltN in classG, methodT(0, M) returns the type of methddin
classO; thisMethT () gives the current method’s type; finallyalidNewT (73 ) holds if
Ty # QNonNull 75 « [] for anyTs. The latter prevents creation of arrays holding
@onNul | elements, as Java always initialises array elementswith (see§5).

A useful illustration of our abstract semantics is #rer ayl oad bytecode. This
requires the array index on top of the stack, followed by tirayareference itself;
these are popped off the stack and the indexed element isddzatk on. Looking at
thearrayl oad rule, we see: decreases by one, indicating the net effect is one less
element on the stack. The notatibfi —2+— r] indicates the abstract store is updated
so that abstract location—2 now holds type reference thus,r has been pushed onto
the stack and represents the loaded array element. Themeéeon top of the stack is
ignored since this represents the actual index value, asfahizconcern. The constraint
r ¢ 3 ensures references &reshtype object; such constraints are used to ensure an



Instruction | Effect on Stack / Description
| oad i [..]=1]..,ref]

Load reference from local variableonto stack
storei [...,ref] =[]

Pop reference off stack and store in local variable
[ oadnul | [...]=1[..,null]

Loadnul | constant onto stack.
arrayl oad [...,arrayref,index] = [..., value]

Load value from array at inderdexand push onto stack

arraystore

[..., arrayref, index, value] = |...]

Pop value of stack and store into array at indedex

getfield O N | [...,ref] = [..., value]
Load value from field\ of object referenced baef.
putfield O N | [...,ref,value] = [...]
Pop value off stack and write to fiel of object referenced by
ref
i nvoke O M [....ref, Doy s 0n] = [, value]
Invoke methodMon object referenced hgf.
newT L.]=1[..,ref]
Allocate and construct new object of tyfpeand place on stack.
i fceq dest [...,ref1,refo] =[]
Branch todestif ref, andref, reference the same object.
return [ref] = |]

Return from method usingef as return value.

Figure 2: Cut-down Java bytecode instruction set. Valueseiéther object or array
references and we assume all methods return a value. Ouurdtish set also includes
a got o bytecode which transfers control, but otherwise has nacefia the stack.
Note,i f ceq is shorthand for f _cnpeq.



abstract location is not type aliased with any other. Anotlastraint ensures the array
reference is non-null, thus protecting againdiua | Poi nt er Excepti on.

Considering the remaining rules from Figure 3, the mainregetlies withi f ceq.
There is one rule for each of the true/false branches. Tieehranch uses the greatest
lower bound operatof]; M T5 (recall§2). This creates a single type object which is
substituted for both operands to create a type aliasinoakhip. For the false branch,
a specialifferenceoperator,T;, — Ty, is employed which is similar to set difference.
For example, the set of possible values for a varialiétypeObj ect includes all in-
stances 0Obj ect (and its subtypes), as well asll | ; after a comparisoa! =nul | ,
nul | is removed from this set. Thus, it is defined as follows:

Definition 2. T7 — Ty is QNonNull 7, if T} = o T A Ty = null, andT; otherwise.

The semantics for theet ur n bytecode indicate that: firstly, we always expect a
return value (for simplicity); and, secondly, no bytecoda €ollow it in the CFG.

Finally, the Java Bytecodes not considered in Figures 2 “clide all arithmetic
operations (e.gi add, i mul , etc), stack manipulators (e.gpop, dup, etc), other
branching primitives (e.gi f nonul | , t abl eswi t ch, etc), synchronisation primi-
tives (e.g.noni t or ent er, etc) and other miscellaneous ones (é.gst anceof ,
checkcast, at hr owandar r ayl engt h). It is easy enough to see how our ab-
stract semantics extends to these and our implementageffssupports them all.

3.3 An Example

Recall our non-null verification system constructs an aastepresentation of a method’s
execution. This corresponds to an annotated CFG whose neplesent the bytecode
instructions and edges the transitions described by ourathsemantics. Each node
is associated with an abstract program sto¥e I, k), giving the types of local vari-
ables immediately before that instruction. The idea is, tifidhis representation of a
method can be constructed, such that all constraints ichplyeour abstract semantics
are resolved, the method is type safe and cannot thidw & Poi nt er Except i on.

Figure 4 illustrates the bytecode instructions for a simpkthod and its corre-
sponding abstract representation. When a method is c#ledpcal variable array is
initialised with the values of the incoming parametersrtstg from 0 and using as
many as necessary; for instance methods, the first paraimeterays the hi s refer-
ence. Thus, the first abstract location of the first store gufé 4 has typ&est ; the
remainder have nullable tydent eger , with each referring to a unique type object
(since we must conservatively assume parameters are aseédlon entry).

In Figure 4, the effect of each instruction is reflected in ¢hanges between the
abstract stores before and after it. Of note are thei tivoeq instructions: the first es-
tablishes a type aliasing relationship between locaticarsd2 (on the true branch); the
second causes a retyping of locatioto @NonNul | | nt eger (on the false branch)
which also retypes location through type aliasing. Thus, at thewvoke instruc-
tion, the top of the stack (which represents the receivaresice) holdg@NonNul |
I nt eger , indicating it will not throw aNul | Poi nt er Excepti on.

We now consider what happens at join points in the CFG.rléteur n instruction
in Figure 4 is a good illustration, since two distinct pateach it and each has its own
abstract store. These must be combined to summarise albfgpsogram stores at
that point. In Figure 4, the store coming out of thevoke instruction has a type
aliasing relationship, whereas that coming out oflte@dnul | instruction does not;
also, in the former, locatiod has type@onNul | | nt eger , whilst the latter gives



storei: X, [k — N, T[i—T(k—1)],k—1

loadi: X, Ik — X, T[k—T(i)],k+1

r¢¥ Y =XU{r— null}
loadnull: X, T,k — X/ T[k—r], k+1

validNewT(T")
r¢> Y =%XU{r— QNonNullT}

new7 : 3, Ik — X Tk —r],k+1

Y(IT(k—2)) =T QNonNull[] r¢X ¥ =XU{r—1T}
arrayload: X, Ik — ¥/ T[k—2+ r|,s—1

YXT(k-1)=T1 Th <Tp» X(I'(k—3)) =T, QNonNull[ ]
arraystore: X, I'k — X, I", k-3

Y(T(k—1)) =QNonNullC r¢ % X =XU{r—1T}

T = fieldT(0, N)
getfieldO.N: N, Ik — X/ T[k—1+— 1|,k

YT(k—1))=T1 3(I'(k—2)) = @QNonNull C
Ty = fieldT(0,N) 17 < T,
putfieldO.N: X 'k — X, T, k—2

(Py,...,P,) — T, = methodT(0, M)
YT(k=—n)),....,2T(k-1))=T1,....,Tn B(T(k—(n+1))) = QNonNull C'
r¢y Y =XU{r—1T.}

T, <P,.. T,<P,
invoke O.M: X, Ik — X' Tlk—(n+ 1) —r],k —n

(Py,...,P,) — T, = thisMethT()
Y(T(k—1)=T T<T,
return: X, T,k — 0,0,0

r1 =0(k=2) ro=T(k—1)
Tl E(TQ):TQ 7“3¢E E/ZEU{TgHTlﬂTQ}

E(’I‘l) =
ifceq: X, Ik trug X Dr/rs, r2/rs], K —2

r1=T(k—2) ro=T(k—1)
E(Tl) = T1 2(7"2) = TQ r3, T4 ¢ E ZI = ZU {7“3 = Tl—TQ,T‘4 [d TQ—Tl}

ifceq: X, T, 105 X Tlry/rs,ra/ra], k—2

Figure 3: Abstract semantics for Java Bytecodes consid&ete,i f ceq stands for

i f _cnpeq.



class Test {
String f(Integer i, Integer j) {
if(i== && il=null) {

return j.toString(); e >
} else { return null; } @on\ul | Test 0.
H >l nteger 1
T i e ZZ I nt eger 2
012 34 :
|0ad 1 T A A N .
- @onNul I Test 0 :
................................. —»| 1 nt eger 1.
P I nt eger 2
012 34 :
Ioad 2
- @bonNul | Test 0 :
................................. —»| 1 nt eger 1
i I nt eger 2
false L0 L 2 B A e :
i fceq T T i
true : - @onNul | Test 0
: I nt eger 3
................................. . v
012 34

|0ad 1 IZIi‘.i'.I',IIIi'.Z',IZIZ‘.Z'.IZIi‘.i'.I',IZIi'.Z',IZIi‘.Z'.IZIZ‘.i'.l',IZIi'.Z',IZIi‘.Z'.IZIi‘.i'.I',IZII'.Z',IZIZ‘.Z',IZIK_‘
@onNul | Test 0 :
| nt eger 3
| oadnul |
@\on 0
................................. | nt eger 3
nul | 4

true |fceq Ty
false - @onNul | Test 0

) @onNul | | nteger 5
................................ e a7 :
012 34
Ioad 2
: @lonNul | Test 0 :
: @bonNul | | nt eger 5 :
................................ 0 :
@bonNul | Test 0
o N D >l nt eger 6
—’T (e 17 I nt eger 7
: 012 34 _'
I Oadl’lu| I ..I.'.'.'.'.'J,'.'.'.'.'.'f.'.'.'.'.'.'.'.'.‘,'.'.'.'.'.'J,'.'.'.'.'.'f.'.'.'.'.'.'.'.'.‘,'.'.'.'.'.'f,'.'.'.'.'.'f.'.'.'.'.'.'.'.'.‘I.'.'.'.'.'J,'.'.'.'.'.'f.'.'.'.'.'.'.'.'.‘,'.'.'.'.'.'.’.
o @onNul | Test 0
................................ ’—\\:»’lnteger 8
:[efe]e : é I nt eger 9 :
return 012 34 » String 10:

Figure 4. Bytecode representation of a simple Java Methmat¢s given above) and
the state of the abstract stof&, I, k), going into each instruction. The value ofs
indicated by the underlined abstract location; when theksgafull, this points past the
last location. The type objects hare given a unique identifier to help distinguish new
objects from old ones; we assume unreferenced type objectmanediately garbage
collected, which is reflected in the identifiers becoming-gontiguous. Type aliases
are indicated by references which are “joined”. For exaniplke second abstract store
reflects the state immediately after thead 1 instruction, where locations and3
are type aliases.



it nullable typel nt eger . This information must be combined conservatively. Since
location2 can holdnul | on at least one incoming path, it can clearly hold | at the
join point. Hence, the least conservative type for locatida | nt eger . Likewise,

if a type alias relationship does not hold on all incominghgatve cannot assume it
holds at the join. We formalise this notion of conservatisnaaubtype relation:

Definition 3. Let S1 = (¥1,T'1, k), S2 = (32,12, k) be well-formed abstract stores.
ThenS; < S iff Vl’,y S {O .. .I{} [El(I‘l(x)) < 22(1—‘2(1)) AN (PQ(LL’) = Pg(y) —

[y (z)=T1(y))].

Note, Definition 3 requires be identical on each incoming store; this reflects a
standard requirement of Java Bytecode. Now, to constrecalistract store at a join
point, our verification system finds the least upper boundf incoming abstract stores
— this is the least conservative information obtainable.fa¥ealise this as follows:

Definition 4. Let G = (V, E) be the control-flow graph for a methdd. Then, the
dataflow equations fab/ are given bySy;(y) = | | fI(x), Sa(x),1).

Here, theransfer function f, is defined by the abstract semantics of Figurg(3)
gives the bytecode at nodeand the edge labdl, distinguishes the true/false branches
forifceq. Thus,Sy (y) gives the abstract store going ingo Finally, the dataflow
equations can be solved as usual by iterating to a fixed psing@aworklist algorithm
In doing this, our algorithm pays no special attention todraer in which nodes in the
control-flow graph are visited. More complex iteration sttaes (see e.g. [31, 6, 21])
and optimisations (e.g. [22, 19, 40]) could be used here.

T—I>y€E

4 Soundness

We now demonstrate that our algoritierminatesand iscorrect that is, if a method
passes our verification process, then it cannot throluld Poi nt er Except i on.

Several previous works have formalised Java Bytecode aodrsithe standard
verification algorithm is correct (e.g. [28, 35]). Our systessentially operates in
an identical fashion to the standard verifier, except thatiditionally maintains type
aliases and propagat@lonNul | annotations. Indeed, our abstract semantics of Fig-
ure 3 would be identical to previous work (e.g. [35]) if we @read the requirement for
@onNul | types at dereference sites and prohibited type aliasiagjoekhips. Thus,
we leverage upon these existing works to simplify our proofédstricting attention to
those details particular to our system.

An important issue regarding our formalism is that it applaly tomethodsnot
constructors The reason for this is detailed 5. Therefore, in the following, we
assume all fields annotated wi@NonNul | are correctly initialised.

4.1 Termination

Demonstrating termination amounts to showing the dataflpuagons always have a
least fixed-pointThis requires the transfer functiofi, is monotonic and that our sub-
typing relation is goin-semilattice(i.e. any two abstract stores always have a unique
least upper bound). These are addressed by Lemmas 1 and 2.

Strictly speaking, Definition 3 does not define a join-settida over abstract stores,
since two stores may not have a unique least upper boundx&on@e, consider:



S1 = ({r1 — Integer,ry — Float}, {0+ r1,1+— r;,2+— 19}, 3)
Sy = ({r1 — Integer,ry — Float}, {0+ ro, 1+ r9,2+— 11}, 3)

Then, the following are minimal upper bounds$fand.Ss;:

S3 = ({r1 — Number, r3 > Number}, {0+ r1,1+— r;,2+— 12}, 3)
S4 = ({r1 — Number, r3 > Number}, {0+ ro, 1+ ro,2+— 11}, 3)

Here, S3 < S84, S4 < S5, {51,52} < {53,54} andﬂHS.[{Sl,Sg} <5< {53, 54}]
Hence, there is no unique least upper bound,0dnd.S,. Such situations arise in our
implementation as type objects are Java Objects and, hencg, . simply means
different object addresses. Now, whilg andS, are distinct, they are alssuivalent

Definition 5. Let S; = (21,11, k), S2 = (22,12, k), thenS; and S, are equivalent,
written S1 = 59, iff S1 < 5y and51 > S5,

An interesting observation from Definition 5 is that our gydet operator is not a
partial order (since this requires anti-symmetry); ratfiés apreorder.

Lemma 1. Let.S; = (21,11, k), So = (22,9, k) with dom(T';) = domT'2). If U is
the set of minimal upper bounds $f and.Ss, thenU #0 andvVz, y € U.[z = y].

Proof. Firstly, U # 0 since({r; — Object,...,r, — Object}, {1 +— 71,...,n+— 1.}, k)

is an upper bound for any store whetem(I") = {1,...,n}. Now, suppose for contradiction
that we have twau;, us € U, whereu; # us. Then, by Definition 5, eithet; £ wo and/or
uz L ui. Now, if u1 <wug we have a contradiction sines is not a minimal upper bound and,
similarly, if uz <wi. Thus,u1 € u2 andus € w1 must hold. Suppose; = (31, w1, %) and
u2 = (Zu2, u2, k), then following Definition 3, there are three cases to carsid

I) Ex,y WhereEul(Ful(x)) ﬁ Eu2(ru2(l’)) and ZMQ(FUQ(y)) ﬁ Zu1(ru1(y)). How-
ever, we know{S1, S2} <wuy and{Si, Sz} < uz, which implies somel” exists where
{El(Fl(x)), zg(m(x))} <T< {Zu1(Fu1(a:)),Eug(Fug(x))} (otherwise, the sub-
type relation for non-null types is not a complete latticeichht is, recall§2). A sym-

metric argument applies far, leading to the conclusion neither norus are least upper
bounds ofS; and.S,!

II) 3]31,1‘2,:[/1,:[/2 WhereI‘ul(xl) = Fu1(a72), but Fu2(x1) 7& Fug(wg) and Fu1(y1) 7&
Ful(yz), but Fuz(yl) = Fuz(yz). Since{Sl, SQ} < {U1,UQ}, it must hold inSl that
I'i(z1) =T1(z2) andT'1(y1) = I'1(y2) and, similarly, inSz. This is a contradiction,
as it implies in any minimal upper bound 6f and S> we havel'(z;) = I'(z2) and
L(y1) =T'(y2).

i) Jz,y1,y2 whereX o (Tu2(2)) < Tui (Tui(x)), butTyi(y1) =Tui(y2) andTue(y1) #
Tu2(y2) (observe there is a symmetric case to this, withand uz reversed). In this
case, we can construct a third upper boupdwhereX, s (I'y3(x)) = Xu2(Tu2(x)), and
Tus(y1) =Tus(y2). Thus,{S1, Sz} < usz < {u1,u2}, which is a contradiction since it
implies neithern:; norwu, are minimal upper bounds.

O

Lemma 2. The dataflow equations from Definition 4 are monotonic.

Proof. Demonstratingf is monotonic requires showing each transition from our ralstse-
mantics is monotonic. That is, if: S; — Sa, then for alli : S| — S5 whereS; < S, it
holds thatS> < S5. Now, a given instruction (ignoringi f ceq for now) always manipulates
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T" andX in the same way, regardless of input store (sfgor e 1 always overwrites locatioh
with the top of the stack). Therefore, any type aliases thtoed inS; by i must have also been
introduced inS, and, likewise, any destroyed it by i must also have been destroyeddf
Furthermore; only assigns type objects already accessible from theitotatray and/or in-
troduces type objects with the same type (egw | nt eger always introduces ahnt eger
type object). Therefore, since the type of every locatiofiiris < its counterpart inS7, every
location in Sy is < its counterpart inS5. Fori f ceq, we also requirdly Ty < 17Ty and
Ty —T» < T{—Ty if Ty <T{ andT» <Ty. The former holds as’ since forms a complete lattice
(recall§2), whilst the latter follows immediately from its definitio O

4.2 Correctness

We now show the type aliasing information maintained isecr(Lemma 3), and that
any location with@onNul | type cannot holchul I (Lemma 4). This yields an over-
all correctness result for the subset of Java Bytecode we foamnalised (Theorem 1).

Definition 6. A Java method is considered to be valid if it passes the stdntiév
verification process [37].

The consequences of Definition 6 include: all conventioppés (i.e. ignoring
non-null types) are used safely; stack sizes are alwaysdime @it the meet points;
method and field lookups always resolve; etc.

Lemma 3. LetSy, = (X, T, k) be the abstract store for an instruction in a valid method
M. If {l; —r ls—r} CT, then the local array/stack locations represented fyl»
refer to the same object or array immediately before thatriredion in any execution
trace of M.

Proof. Assume this is not the case. Then, there exists some iristndcte M whereSyy (i1) =
(X1,T1, k), {li—r,l2—r} CT'1, but the local array/stack locations represented;bi, are
not aliased at that point during some execution tracé/of Now, letio ~ i1 be any path
through the control-flow graph such thatl» are not type aliases ifia; (i0), but are type aliases
in f(i0, Sam(i0)) (recall f is the transfer function from Definition 4). Let us furthesame
(without loss of generality) that the local array/staclatbons represented By, [ are not aliased
immediately aftei, in any execution trace a¥/. Such a pathi, ~ i1 must exist as: firstly, the
least upper bound operatar, conservatively retains type aliases; secondly, the storentry to
the CFG contains no aliases by construction.

Thus, we have narrowed our search to one instructignwhich introduced the incorrect
type alias. We now demonstrate, by case analysis on theidtistn types of Figure 3, that no
instruction can introduce an incorrect type alias, leading proof by contradiction of Lemma
3. There are four main cases to consider:

i) arraystore, putfield 0.N andreturn cannot introduce type aliases since they do not
updaterl".

ii) loadnull, new T, arrayload, getfield 0.N andinvoke 0.M also cannot introduce
type aliases since they only assign fresh locations toilmesinT'

iii) load 7 andstore i both introduce type aliases between the local array andttok.s
However, this correctly reflects their semantics.

iv) ifceq. We must consider the true and false branch separately. €mnué branch, a type
alias is created between all locatiohehereI'(1) =1 or I'() = r2. But, as this is the
true branch we know the objects represented-bgndr, are equal according to Java’'s
reference comparison. The false branch is simpler, assipéaively) replaces , r> with
rs, r4, both of which are fresh and, hence, no type alias can bedintexd.

O

11



Lemma 4. LetSy, = (%, T, k) be the abstract store for an instruction in a valid method
M. Assume the parameters bf, the fields accessed ly and the return value of all
methods invoked by/ respect their declared non-null type. Thenlif>r} CTA{r—
@NonNull 7'} C ¥, the local array/stack location representeditgoes not holeul |
immediately before that instruction in any execution trat@/.

Proof. Assume this is not the case. Then, there exists some irisinugte M and location
I € domT'1) whereSy(i1) = (31,11, k), X1(T'1(l)) = @NonNull T, but the location repre-
sented by holdsnul | at that point in some execution trace/df. Following a similar argument
as for the proof of 4, there must exist an instructiprwhere the incorrect typ@NonNull T’
was first introduced. Again, we demonstrate, by case amsatysithe instruction types of Fig-
ure 3, that no instruction can introduces an incorrect t@enNull 7', leading to a proof by
contradiction of Lemma 4. There are three main cases to@ensi

i) load i, store i, loadnull, arrayload, arraystore, getfield O.N, putfield O.N,
invoke 0.M andreturn do not introduce any neWNonNull types other than for field
and return types (which are correct by assumption for Lemjrend, thus, these byte-
codes can be safely ignored.

ii) new 7. This bytecode introduce a tygeNonNull 7" and places it on the stack. However,
it is important to observe that omew instruction explicitly prohibits creation of arrays
with @NonNul | elements. Furthermore, since this instruction does dygtaate a new
object and place a reference to it on the stack, the intra@u€iNonNull 7 is safe.

iii) ifceq. Again, we treat true and false branches separately. Thétanch introduces the
greatest lower bound of the types of the two references teat@ual. It produces a type
@NonNull 73 only when one operand has ty@@onNull 7>. When the other operand
has a possibly-null type, this is safe since the referencesnafact equal according to
Java’s reference comparison.

The false branch uses the type difference operator. AaegtdiDefinition 2, if one of the
two references compared has typél the other is giver@onNul | status, otherwise no
new type@NonNull 7' is introduced. An important issue is that any location repreed
by an abstract location with typaill can only holdhul | . This is trivially the case, since
type null is only introduced by thé oadnul | bytecode, anchull U 7" # null unless

T =null.

Finally, both branches replaee, r2 by substitution, which could cause problems if any
underlying type aliases were incorrect. Lemma 3 guararkéess not the case, however.

O

Theorem 1. If our abstract representation can be correctly constradta all methods
in a Java Bytecode program, then no method will throMud | Poi nt er Excepti on,
assuming all fields are correctly initialised.

Proof. Consider the call graph representing the execution of aligf Java Bytecode program
starting at a special methgdibl i ¢ static void nmain(String
@onNul I []) (we assume this takes a non-null array of possibly-8ulli ngs).

Now, there are two ways in whichMul | Poi nt er Except i on could be thrown: either
a location assigned a possibly-null typeoy our system is dereferenced; or, a location assigned
a type@NonNull 7" actually holdsnul | in some execution trace of the program. The former
is prohibited by the judicious use of subtyping constraintthe abstract semantics of Figure 3,
while Lemma 4 ensures the latter could only happen in a mettiatione of its assumptions is
broken (i.e. a parameter, field, or the return value doesasmact its non-null type).

Therefore, we now demonstrate by induction that the assangbf Lemma 4 cannot be
broken by a program consisting entirely of methods for whighabstract representation can be
constructed (assuming all fields are correctly initialjséiche induction is over the sequence of
method calls arising in any execution trace of the program.
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Inductive Hypothesisif the parameters supplied to th&" method call respected their non-
null type, then so do the parameters to i#i&+1 method. Likewise, if all fields respected their
non-null type immediately before thg" method call, then they will also immediately before
the k' +1 method call.

k=1: The parameters supplied to the first method call respeced@onNul | type, as
did all fields at this point. This call was to tim&i n method, and it is reasonable to assume that
the supplied parameters are correct (in fact, non-nulloée array argument is implied by the
JVM spec [37]).

k=n: Lemma 4 guarantees all local array/stack locations andsfieldpect their non-null
type before thé nvoke bytecode for the:*" +1 method call. To understand why, suppose the
current method makes no method calls (hence kffiecall was into this method). Since the
parameters and fields respected their non-null type on,eméknow the first assignment to a
field will respect its non-null type and, hence, so will thewad, and so on. Thus, by the end
of the method, all fields still respect their non-null typeslafurthermore, so must the stack
location used by theet ur n bytecode. Hence, the return value supplied to the methadiisrc
respects its non-null type, meaning any subsequent fieldraments or return values in that
method do as well and so on, up to th& +1 method call. On the other hand, if the current
method does make method calls, we can apply a similar lineagfaning to conclude that, since
everything held on entry to the method, so it did for the figdt it makes and, hence, the return
from that call, and then for the next call, and so on. O

5 Implementation

We have implemented our system on top of Java Bytecode anedwaeliscuss many
aspects not covered by our discussion so far.

5.1 Constructors.

An important problem arises when dealing with constructord, more specifically,
default values for fields [20]. Roughly speaking, the prabie that a field is given
a default value until it is actually initialised by a consttor (if it ever is). In Java,
the default value is a subtype of the field’s declared type, &edice, this presents
no problem. In our system, however, this is not necessdndycase;nul | is the
default value assigned to fields of reference type, but thiddarly not a subtype of,
for example,@NonNul | | nt eger. Thus, a field of type@NonNul | | nt eger
will temporarily hold an invalid value inside a constructédfe must ensure such fields
are properly initialised; furthermore, we must preventesses which assume such
fields are already initialised (such as in a method calledhbycbnstructor).

Figure 5 highlights the problem. We must ensure such fielelpaperly initialised,
and must restrict access prior to this occurring. Two meshasare used to do this:

1. A simple dataflow analysis is used to ensure that all ndh@nstance) fields in
a class declaration are initialised by that class’s constru

2. Following [20], we use a secondary type annotatidRaw, for references to
indicate the object referred to may not be initialised. Refadm fields through
these return nullable types. Thdi s reference in a constructor is implicitly
typed @Raw and @Raw is strictly a supertype of a normal reference. @aw
is strictly a supertype of a normal reference, methods ddmmaoalled ort hi s
whose receiver type is not declaré@®aw. Likewise, we cannot pagshi s in a
non-@awargument position, nor assigii s to a non@rawfield.
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public class Parent {
public Parent() { doBadStuff(); } //error#1,fl notinitialised yet!
int doBadStuff() { return 0; }

}

public class Child extends Parent {
@onNul | String f1;
@lonNul | String f2;

public Child() {
doBadSt uf f () ; [l error #2, f1 not initialised before call!
f1 = "Hello_Wrld";

} [l error #3, 2 not initialised yet!

int doBadStuff() { return fl.length(); }

H}

Figure 5: Illustrating three distinct problems with comstiors and default values. Error
#3 arises as alP@NonNul | fields must be initialised! Error #2 arises as a method is
called ont hi s before all@onNul | fields are initialised. Error #1 arises as, when
the Chi | d’s constructor is called, it calls thear ent s constructor. This, in turn,
callsdoBadSt uf f () which dynamically dispatches to tighi | d’s implementation.
However, fieldf 1 has not yet been initialised!

Our use of@Raw here is a somewhat simplified version of that outlined in [20jere
a more fine-grained type is used which can indicate exactlighwfields are unini-
tialised. Finally, static field initialisers present an avatd problem, since an object’s
constructor can, in principle, access any static field udiclg those which are await-
ing initialisation! While some proper solutions are possitor this, we simply allow
static initialisers for types defined in the standard liprdhis works, since we know
such types in cannot access static fields defined in cliemgranes. However, it is not
a general solution to the problem.

5.2 Inheritance.

When a method overrides another via inheritance our toalgdghat@onNul | types
are properly preserved. As usual, types in the parametéiqgroarecontravariantwith
inheritance, whilst those in the return position eovariant

5.3 Field Retyping.

Consider this method and its bytecode (recall local O hbluss):

class Test { 0. load O
I nteger field; 2. getfield Test.field
void f() { 5. ifnull 16
if(field !=null) { 8. load O
field.toString() 10. getfield Test.field
11} 13. invoke Integer.toString

16. return
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The above is not type safe in our system as the non-nullngbg dield is lost when it
is reloaded. This is strictly correct, since the field’s walnay have been changed be-
tween loads (e.g. by another thread). We require this idvedonanually by adjusting
the source to first store the field in a local variable (whicstigtly thread local).

An interesting observation here, is that there are somatgtus when we know an
object’s field cannot be modified. For example, if it's markgdchal or we are in a
synchr oni zed block involving the object in question. In these cases, oar¢ould
correctly retype a field to b@onNul | . At the present time, however, we do not do
this for simplicity, and leave it for future work.

5.4 Generics.

Our implementation supports Java Generics. For examplelenete a/ect or con-
taining non-nullSt ri ngs with Vect or <@onNul | St ring>. Extending the
subtype relation of Figure 1 is straightforward and follothe conventions of Java
Generics (i.e. prohibiting variance on generic paramgtéfsrifying methods which
accept generic parameters is more challenging. To deal thigh we introduce a
special type,T;, for each (distinct) generic type used in the method; hérg<
java.lang.0bject and T; £ T, for i # j. When checking a methdd T x) , the
abstract location representingis initialised to the typer; used exclusively for rep-
resenting the generic type The subtyping constraints ensure can only flow into
variables/return types declared with the same genericTyptowever, an interesting
problem arises with some existing library classes. For g@tam

cl ass Hashtabl e<K, V> ... {

V get (K key) {

return null;
)

Clearly, this class assumesll | is a subtype of every type; unfortunately, this
is not true in our case, since e.qul | £ @lonNul | String. To resolve this,
we prohibit instances dflasht abl e/HashMap from having a non-null type iV's
position. Other classes, including nkedLi st, St ack andQueue are likewise
affected and resolved in the same fashion.

5.5 Casting + Arrays.

We must explicitly prevent the creation of arrays that hotoh-mull elements (e.g.
new @onNul | | nteger[10]),as Java always initialises array elements of refer-
ence type witmul | . Instead, we require an expliciastto @JonNul | | nt eger[]

when the programmer knows the array has been fully inigdlis Casts from nul-
lable to non-null types are implemented as runtime checkisiwfail by throwing

Cl assCast Except i ons. Their use weakens Theorem 1, since we are essentially
tradingNul | Poi nt er Except i ons for Cl assCast Except i ons. While this is
undesirable, it is analogous to the issue of downcasts irc@riented Languages.
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voi d f(@ype("Vector<@onNull _Integer>") Vector<I|nteger> v,

@ype("Integer_@bonNull []") Integer[] arrl,
Integer[] arr2) {

Figure 6: lllustrating how th&T'ype() annotation is used to overcome Java’s present
limitations regarding where annotations can be placedicHdlbat the@ype() an-
notation is only used when actually required. This codees ttompiled down to Java
bytecode in the normal fashion which, in turn, is read by @et.t Since annotations
persist into Java Bytecode (if required), our tool is ablextract the required non-null
type information from these annotations.

5.6 Instanceof.

Our implementation builds upon the type aliasing technitpusupport retyping via
i nst anceof . For example:

i f(x instanceof String) { Stringy = (String) x; .. }

Here, our system retypesto type@onNul | St ri ng on the true branch, rending
the cast redundant (note, anst anceof test never passes onl | ).

5.6.1 Finding Least Upper Bounds.

Finding least upper bounds for the subtype relation of Fduis easy enough using a
depth-first search of the class hierarchy. To Find the legggéubound of two abstract
stores efficiently, we (essentially) maintain the abstsiaote as a bidirectional graph
from abstract locations to type objects. This allows us fwiehtly determine, for a
given type object, the abstract locations aliasing it. Toagate the least upper bound,
we begin with an empty abstract location array, and thenidensach of the locations
{0...x}inturn; for each, we construct a fresh type object représgiite least upper
bound of the types at that location in each input store; tvergompute the intersection
of the alias relationships this location is involved in as@ll input stores, assigning
the new type object to each location in this; finally, we mowmemthe next location to
be considered, whilst ignoring those which have been pusiyoassigned during this
process.

5.7 Type Annotations.

The Java Classfile format doesn’t allow annotations on gemparameters or in the
array type reference position. We expect future versiondawh will support such
types directly and, indeed, work is already underway initégard [18].

Therefore, we currently employ a simple mechanism for emgpthis information
into a classfile. We employ a special annotati@hy pe( ) , as a place holder for full
type information where required. Figure 6 illustrates hbis ts used.

A second aspect of the type information problem is is causethé erasure se-
mantics of the JVM, where generic information is discard&dll generic type and
annotation information is available in Java Bytecode fassldeclarations, field types
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and method types (via th®& gnat ur e andRunt i neVi si bl eAttri but es at-
tributes); however, this is not available in the bytecodsrimnctions themselves. For
the most part, this is not a problem and our bytecode instmgimap directly to Java
Bytecodes. Four bytecode instructions, however, are proalic:new, anewar r ay,
checkcast andi nst anceof . Each of these encodes a type argument, but the type
information is only partial (generic and annotation inf@tion is missing) where our
system requires the full type. To get around this, we havdempnted a custom cast
operator using a set of special annotatio@gast 1() , ..., @ast 10() . These can
be used to provide a full type in much the same way agdlorpe( ) . To embed this
type in a Java Bytecode instruction, we provide a set of lcadkd generic functions:
<T> T Cast1(T) ...<T> T Cast 10(T).When a call to one of these is encoun-
tered, our system examines the correspon@Bgst X annotation and creates a fresh
type object representing this. The following illustratieis tmechanism:

@rast 1(" @onNul | _I nteger_@onNull [1")
voi d aMet hod() {
Integer[] x = new Integer[];

x = JACK. Cast 1(X);

}...

Thus, our type inference system infersthe ty@onNul | | nt eger @onNul I []’
for x after the custom cast.

6 Case Studies

We have manually annotated and checked several real-wariftggms using our non-
null type verifier. The largest practical hurdle was anrintpfava’s standard libraries.
This task is enormous and we are far from completion. Ind&eighing it by hand
does not seem feasible; instead, we plan to develop (serto#etic procedures to
help.

We now consider four real-world code bases which we haveesséally annotated:
thej aval/ | ang andj ava/ i o packages, theakar t a- or o text processing library
andj avacc, a well-known parser generator. Table 1 details these.eTalgives a
breakdown of the annotations added, and the modificatioedatefor the program to
type check. The most frequent modification, “Field Load Fixas for the field retyp-
ing issue identified ir§5.3. To resolve this, we manually added a local variable into
which the field was loaded before the null check. Many of tHesss may represent
real concurrency bugs, although a deeper analysis of eatisn is needed to ascer-
tain this. The next most common modification, “Context Fixegere for situations
where the programmer knew a reference could not haldl , but our system was un-
able to determine this. These were resolved by adding dunuthgimecks. Examples
include:

e Thread. get ThreadG oup() returnsnul I when the thread in question has
stopped. ButThr ead. current Thread() . get Thr eadG oup() will re-
turn a non-nullvalue, since the currentthread cannot cetegét Thr eadG oup()
if it has stopped! This assumption was encountered in skpktees.
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benchmark | version| LOC | source
j aval | ang package| 1.5.0 14K | java.sun.com

j aval i o package 1.5.0 | 10.6K | java. sun.com
j akarta-oro 2.0.8 8K j akarta. apache. org/oro
j avacc 3.2 28K | javacc. dev. java. net

Table 1: Details of our four benchmarks. Nojgva/ | ang does not include sub-
packages.

Annotated | Parameter Return Field
Types Annotations| Annotations| Annotations
javall ang 931/1599| 363/748 327/513 241338
javalio 515/1056| 322/672 96 /200 97/184
jakarta-oro || 413/539 | 273/320 85/108 55/111
j avacc 420/576 | 199/278 53/65 168/233
Field Context Other Required | Required
Load Fixes Fixes Fixes Null Checks| Casts
javall ang 65 61 36 281/2550 | 51/96
javalio 59 82 21 207 /2254 | 54/110
j akarta-oro 53 327 29 7312014 29/33
j avacc 109 137 (28) 74 287 /5700 | 141/431

Table 2: Breakdown of annotations added and related metAosotated Types” gives
the total number of annotated parameter, return and fiekstggainst the total number
of reference / array types in those positions. A breakdoveomting to position (i.e.
parameter, return type or field) is also given. “Field LoagesI' counts occurrences
of the field retyping problem outlined i§6.3. “Context Fixes” counts the number of
dummy null checks which had to be added. “Required Null Ceéc&unts the number
of required null checks, versus the total number of derefeasites. Finally, “Required
Casts” counts the number of required casts, versus thenotaber of casts.

public void actionPerformed( @onNull ActionEvent ae) {
JFi | eChooser jfc = new JFil eChooser();

int rval = jfc.showOpenDi al og(null);

if(rval == JFi |l eChooser. APPROVE_OPTI ON) {
File f = jfc.getSelectedFile();

filePath.setText(f.getCanonical Pat h());

Figure 7: A common scenario where the nullness of a methoefarm type
depends upon its context; in this case, rival ==APPROVE_OPTI ON, then
get Sel ect edFi | e() won'treturnnul | . To resolve this, we must add a “dummy”
check thaf ! =nul | before the method call.
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e Another difficult situation for our tool is when the nullnesfsa method’s return
value depends either on its parameters, or on the objeatés % typical example
is illustrated in Figure 7. More complex scenarios were alscountered where,
for example, an array was known to hold non-null values upgdiven index.

e As outlined in§5.4,Hasht abl e. get (K) returnsnul | if no item exists for
the key. A programmer may know that, for specific keyst () cannot return
nul | and so can avoid unnecessanyl | check(s). Thg avacc benchmark
used manyhasht abl es and many context fixes were needed as a result. In
Table 2, the number of “Context Fixes” for this particulaoplem are shown in
brackets.

e An odd situation encountered is where a method accepts abhellparameter,
but passes this on to another requiring it be non-null. Trosks if the outer
method catchellul | Poi nt er Except i ons, as shown in Figure 8.

The “Other Fixes” category in Table 2 covers other miscetars modifications
needed for the code to check. Figure 9 illustrates one suamgbe. Most relate to
the initialisation of fields. In particular, helper methaddled from constructors which
initialise fields are a problem. This is because our systeetkheach constructor
initialises its fields, but does not account for those itiged in helper methods. To
resolve this, we either inlined helper methods or initedigields with dummy values
before they were called.

The “Required Null Checks” counts the number of explicitlmhlecks (as present
in the original program’s source), against the total nuntfelereference sites. Since,
in the normal case, the JVM must check every dereferencelsiseratio indicates the
potential for speedup resulting from non-null types. Likeay“Required Casts” counts
the number of casts actually required, versus the total enmtesent (recall fror§s.6
that our tool automatically retypes local variables aftast anceof tests, making
numerous casts redundant.)

We were also interested in whether or not our system could ¢etumentation.
In fact, it turns out that of the 1101 public methodsjiava/ | ang, 83 were mis-
documented. That is, the Javadoc failed to specify thatanpeter must not beul |
when, according to our system, it needed to be. We beliewishactually pretty
good, all things considered, and reflects the quality of duentation foj ava/ | ang.
Interestingly, many of the problem cases were founddma/ | ang/ St ri ng.

Finally, a comment regarding performance seems pruderde sie have elided
performance results for brevity. In fact, the performanfoewr system is very compet-
itive with the standard bytecode verifier. This is not susimg, since our system uses
a very similar algorithm to the standard bytecode verifilyeia extended with type
aliasing.

7 Related Work

Several works have considered the problem of checking ndiriypes. Fahndrich and
Leino investigated the constructor problem ($&el) and outlined a solution using
raw types [20]. However, no mechanism for actually checkiog-null types was pre-
sented. The FindBugs tool checi@lonNul | annotations using a dataflow analysis
that accounts for comparisons against | [33, 32]. Their approach does not employ
type aliasing and provides no guarantee that all potermiatgwill be reported. While
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public static Integer getlnteger(String nm Integer val) {
String v = null;
try { v = System getProperty(nm; }
catch (111 egal Argunent Exception e) {}
catch (Nul | Poi nterException e) {}
if(v!=null) { ...}
return val;

Figure 8: lllustrating a surprising use of exceptions whigtuses problems for our
tool. Syst em get Property() requires a non-null parameter and, without the ex-
tranul | check, our toolissues an error simomis not marked@onNul | . This code

is taken fromj ava/ | ang/ | nt eger .

public ThreadG oup(String nane) {
thi s(Thread. current Thread() . get ThreadG oup(), nane);

Figure 9: An interesting example frojrava. | ang. Thr eadG oup. The construc-
tor invoked via thet hi s call requires a non-null argument (and this is part of its
Javadoc specification). Althougjet Thr eadG oup() can returmul | , it cannot
here (as discussed previously). Our tool reports an errahfe which cannot be re-
solved by inserting a dummyul | check, since thehi s call must be the first state-
ment of the constructor. Therefore, we either inline thestrauttor being called, or
construct a helper method which can accepufl parameter.

this is reasonable for a lightweight software quality tétok not suitable for bytecode
verification. ESC/Java also checks non-null types and atsdor the effect of con-
ditionals [23]. The tool supports type aliasing (to somesagt, can check very subtle
pieces of code and is strictly more precise than our systeoweMer, it relies upon
a theorem prover which employs numerous transformatiodsogtimisations on the
intermediate representation, as well as a complex backitrgsearch procedure. This
makes it rather unsuitable for bytecode verification, wiedfieiency is paramount.

Ekmanet al. implemented a non-null checker within the JustAdd comgilé&i.
This accounts for the effect of conditionals, but does nosater type aliasing as there
is little need in their setting where a full AST is availabl€ apply their technique
to Java Bytecode would require first reconstructing the A&s@liminate type aliasing
between stack and local variable locations. This would aftfiti@mnal overhead to the
bytecode verification process, compared to our more stirathdpproach. Pominville
et al. also discuss a non-null analysis that accounts for comdit&y but again does
not consider type aliasing [43]. They present empiricaddaiggesting many internal
null checks can be eliminated, and that this leads to a usefaovement in program
performance.

Chalinet al. empirically studied the ratio of parameter, return and filddlarations
which are intended to be non-null, concluding tBa38 are [9]. To do this, they man-
ually annotated existing code bases, and checked for ¢ne®x by testing and with
ESC/Java.
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Recent work has considered types which support arbitygry qualifierd24, 26,
11, 4, 12]. These so-called “pluggable type systems” [Gvalbptional type systems
to be layered on existing languages without affecting teemantics. The idea is that
type systems can and should evolve independently from tlderlying language to
allow for domain-specific type systems. JavaCOP providesxaressive language for
writing type system extensions, such as non-null typesi[iis system cannot account
for the effects of conditionals; however, as a work arouhd,tbol allows assignment
from a nullable variablex to a non-null variable if this is the first statement after a
x!'=nul | conditional. CQual is a flow-sensitive qualifier inferendgoaithm which
supports numerous type qualifiers, but does not accounofatittonals at all [24, 26].
Building on this is the work of Chiret al. which also supports numerous qualifiers,
including nonzer o, uni que andnonnul | [11, 12]. Again, conditionals cannot
be accounted for, which severely restricts the usearinul | . The Java Modelling
Language (JML) adds formal specifications to Java and stgppon-null types [13, 8].
However, JML is strictly a specification language, and rezgiseparate tools (such
as ESC/Java) for checking. Like us, this approach facesaimidable challenge of
providing specifications for the Java libraries. While ggwdgress has been made
here, the majority of the libraries remain without specitimas.

Related work also exists on type inference for Object-Qedrianguages (e.g.
[39, 38, 34, 3, 42, 16, 47]). These, almost exclusively, assthe original program
is completely untyped and employ set constraints (see [B},f@0inferring types. In
such systems, constraints are generated from the progxgrfolenulated as a directed
graph and then solved using an algorithm similar to traresitiosure. When the entire
program is untyped, type inference must proceed acrossoahetils (known aiter-
procedural analysisand this necessitates knowledge of the program’s calltg(ap
the case of languages with dynamic dispatch, this must beozippated). Typically,

a constraint graph representing the entire program is lneddemory at once, making

these approaches somewhat unsuited to separate compjgjdSuch systems share a
strong relationship with other constraint-based prograatyses (e.g. [30, 19, 1, 46]),

such aslias or points-toanalysis (e.g. [25, 44, 5, 40, 36, 41]).

Using set constraints for type inference is a very diffeeggroach to that we have
taken. Set constraints provide a powerful abstraction kvlianore amenable to effi-
cient solving algorithms than traditional dataflow anatyde light of this, it may seem
peculiar that we did not employ set constraints in our systéawever, it is important
to realise that all of the constraint-based systems meadiso far ardlow-insensitive
— meaning they assume a variable always has the same typentiast, our system
must be flow-sensitive to support variables being retypsidéconditional statements.
Furthermore, although one can obtain a flow-sensitive cainstsystem using a pro-
gram transformation known as Static Single Assignment (Sf8An [14, 15], this
approach is not yet sufficiently developed to deal with ttfeat$ of conditionals or
value aliasing. The traditional method of dataflow analygigch we adopt, on the
other hand, is well suited to both of these. Neverthelesshelieve it would be in-
teresting to try and develop a constraint-based type inte&rgystem equivalent to that
presented here. A starting point in this endeavour wouldhbsd extended SSA forms
which provide some support for conditional statements 287,

Several works also use techniques similar to type aliagitimgit in different set-
tings. Smithet al. capture aliasing constraints between locations in therpragtore
to provide safe object deallocation and imperative upddtels for example, when an
object is deallocated the supplied reference and any alegeretyped tfunk Chang
et al. maintain a graph, called theegraph of aliasing relationships between elements
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from different abstract domains [10]; their least upperimbaperator maintains a very
similar invariant to ours. Zhanet al. consider aliasing of constraint variables in the
context of set-constraint solvers [48].

8 Conclusion

We have presented a novel approach to the bytecode venficafinon-null types.
A key feature is that our system infers two kinds of informatfrom conditionals:
nullness information and type aliases. We have formalisedslystem for a subset of
Java Bytecode, and proved soundness. Finally, we havdetktai implementation of
our system and reported our experiences gained from usiigé tool itself is freely
available fromht t p: / / ww. nts. vuw. ac. nz/ ~dj p/ JACK/ .
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