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Abstract—Malicious web pages that launch client-side attacks
on web browsers have become an increasing problem in recent
years. High- interaction client honeypots are security devices that
can detect these malicious web pages on a network. However,
high-interaction client honeypots are both resource-intensive and
known to miss attacks. This paper presents a novel classification
method for detecting malicious web pages that involves inspecting
the underlying static attributes of the initial HTTP response
and HTML code. Because malicious web pages import exploits
from remote resources and hide exploit code, static attributes
characterizing these actions can be used to identify a majority
of malicious web pages. Combining high-interaction clienthon-
eypots and this new classification method into a hybrid system
leads to significant performance improvements.
Keywords: Security, Client Honeypots, Drive-by-downloads,
Intrusion Detection

I. I NTRODUCTION

As traditional attack vectors are barred by defenses, mali-
cious users seek out new, unprotected paths of attack. One of
these is the client-side attack, which targets client applications.
As the client accesses a malicious server, the server delivers
the attack to the client as part of its response. A web server
that launches so-called drive-by-download attacks on web
browsers is a common example. As the web browser requests
content from a web server, the server returns an exploit
embedded in the web pages that allows the server to gain
complete control of the client system. Traditional defenses are
ineffective against these new threats because they cannot deal
with zero-day attacks.

To develop new defense mechanisms, it is necessary to study
malicious servers. Client honeypots represent an emerging
technology for detecting malicious servers on a network.
So-called high-interaction client honeypots use a dedicated,
vulnerable computer system to interact with potentially ma-
licious servers [1]–[4]. As responses from these servers are
consumed by the client honeypot, it monitors the system for
any unauthorized state changes that indicate a successful attack
(authorized changes are defined as changes to the system
state associated with background system processes, such as
the creation of log files).

Deployers of high-interaction client honeypots face some
challenges. First, the honeypots require considerable resources,
in that a dedicated system – a physical machine or a virtualized

environment – is necessary for them to function, which has a
direct negative impact on the performance of these systems.

Second, the honeypots have a tendency to fail at identifying
malicious web pages that require client-side input either in the
form of user interaction or system events. Underlying the client
honeypot approach is an assumption that simply accessing a
web page will trigger an attack. However, if, for instance, user
activity is needed for the exploit to trigger, then the attack will
not happen and there will be no malicious state changes for
the honeypot mechanism to detect.

This paper presents a novel classification method that iden-
tifies malicious web pages based on statically analyzing the
initial HTTP response denoted by the URL. This classification
method does not require the entire web page to be retrieved nor
does it require a dedicated environment that client honeypots
do. Application of this method leads to significant performance
improvements.

II. M ALICIOUS WEB PAGES

The classification method utilizes common elements of
malicious web pages. In this section, a description of these
elements is presented. There are three core elements contained
on a malicious web page: the exploit itself, the delivery mech-
anism that brings the browser to the exploit, and mechanisms
to hide the exploit or the delivery mechanism from detection.

Exploit: The exploit is the central part of the malicious web
page and the core element that must be present for a web
page to be considered malicious. The exploit is the attack
code that targets a specific vulnerability of the browser, its
plug-ins, or underlying operating system. It is specific to the
vulnerability it is targeting and can make use of a variety of
techniques. Less obvious exploits have been found in images.
The most common exploits target vulnerabilities in scriptable
ActiveX components. For example, a popular web exploitation
kit, called IcePack, primarily targets vulnerabilities inActiveX
components with 75% of the supported exploits being related
to ActiveX components. [5].

Exploit Delivery Mechanism: While the exploit is the central
part of a malicious web page, the web page might not contain
the exploit directly. Exploits might be ”imported” from a
central exploit server to provide a mechanism for a reusable



and modular design. There are two types of imports: direct
includes of resources and redirects.

Direct includes of resources is a feature naturally supported
by HTML. The src attribute, which exists on several HTML
tags, is able to import resources from local and remote web
servers. Even if a tag does not support the src attribute, scripts
are able to effectively source any HTML element remotely
because scripts can arbitarily modify an HTML page via the
document object model (DOM) and so import whole HTML
elements from remote sources.

Alternatively, instead of importing an exploit, an attacker
might instruct the browser to fetch a new page from a new
location altogether. Redirects can be used to instruct the
browser to perform this action. There are server and client-
side redirects. Server-side redirects instruct the browser to
fetch a page from a different location via the HTTP response
code (3xx) and the location header field. Client-side redirects
instruct the browser to fetch a page from a new location
via HTML or JavaScript. Client-side redirects trigger after a
HTML page is loaded.

Obfuscation: Hiding the exploit or the exploit delivery
mechanism through obfuscation is a common mechanism used
by malicious web pages. Script code is provided in obfuscated
form alongside a custom de-obfuscation function, which can
convert the obfuscated code snippet into its clear form. Once
converted, the code can be executed. Signature-based detection
algorithms are unable to analyze the obfuscated JavaScript.

All the elements described above have their legitimate
purposes, but attackers also use them. As a result, a web
page cannot be classified as malicious if one merely observes
these elements contained in an HTTP response. A more able
mechanism is needed, which is described next.

III. M ETHODOLOGY

In this section, a description on how characteristics of
HTTP responses and the contained HTML page can be taken
advantage of to classify web pages is presented. In October
and November 2007, several thousand potentially malicious
web pages were inspected using the high-interaction client
honeypot Capture-HPC v2.1 [4] configured with a clean instal-
lation of Windows XP SP2 and running the Internet Explorer 6
SP2 web browser. As the client honeypot inspected potentially
malicious web pages, the network traffic was recorded. Web
pages identified as malicious were marked as such and the
corresponding HTTP response was saved.

Similarly, the HTTP response was recorded when interact-
ing with benign web pages using an identically configured
system. To collect benign web pages, English 5 N-grams (an
N-gram is a selection of n words from a string) were randomly
selected from the corpus of web pages linked by the DMOZ
Open Directory Project [6]. Those N-grams were issued to the
Yahoo! search engine [7], and the first 50 URLs on the results
page were visited. The web pages that were not classified as
malicious by the client honeypot were marked as benign and
the corresponding HTTP response was saved.

Once the HTTP responses were collected, attributes of
the HTTP response and embedded HTML code that aim
at capturing the characteristics of a malicious web page as
described in section II were extracted. The attributes include
characteristics that capture indications of potential exploits,
exploit delivery mechanism, and obfuscation attempts. The
attributes extracted are described in Table I.

All the extracted attributes were fed into the J4.8 decision
tree learning algorithm implementation of the Waikato Uni-
versity’s Weka Machine Learning Library [8]. The predictive
value of the generated classifier was evaluated on new web
pages that were not used in the learning phase. First, a
sample of 61,000 URLs randomly selected using the method
described above was used. All URLs were classified with
the classification method presented in this paper as well as
with the high-interaction client honeypot Capture-HPC v2.1.
The false negative and positive rates were determined. In
addition, the classification method was evaluated with a set
of 500,000 URLs provided by HauteSecure, a leader in web-
based threat protection [9]. These URLs were already analyzed
for drive-by-download attacks by HauteSecure’s technology.
Evaluation with these URLs reduces the risk of potential bias
introduced by the high-interaction client honeypot technology
and sampling method.

The sample of 61,000 URLs were also used to assess the
performance gain of the presented classification method using
an Amazon EC2 instance with 1.7GB of RAM, which is equiv-
alent to a CPU capacity of a 1.0-1.2 GHz 2007 Xeon processor,
on a 250Mbps connection. The duration of classifying the
sample with the presented classification method was compared
to the high-interaction client honeypot on another test machine
with similar specifications (assuming a divide-and-conquer
algorithm [10], a service time of approximately 10 seconds
and the ability to run three client honeypot instances).

IV. RESULTS

For this study, 5,678 instances of malicious and 16,006
instances of benign web pages were input into the machine
learning algorithm. The generated classifier was used to clas-
sify a new sample. Of the 61,000 URLs included in the sample,
3,590 URLs were marked as malicious by the presented
classification method. Inspection by a high-interaction client
honeypot determined the false positive and false negative
rates of the presented classification method on the sample.
Seven malicious URLs were detected in the 3,590 URLs; six
malicious URLs were detected in the remaining URLs marked
as benign. This amounts to a false positive rate of 5.88%
and a false negative rate of 46.15% for the new classification
method. The evaluation against the 500,000 URLs provided
by HauteSecure resulted in similar metrics.

An abbreviated version of the decision tree being generated
is shown in Fig. IV. The decision tree can be used to classify
unseen pages. Starting from the root node, the value of the
attribute shown on the tree node is evaluated which leads to a
specific child node. Attributes are recursively evaluated until a
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Fig. 1. Decision Tree

classification node that specifies whether a page is malicious
or benign is reached.

The decision tree shows that the existence of iFrames is
a good classifier on the malicious nature of a web page.
Existence of a small iFrame on the web page causes a ma-
licious classification. When the iFrame is missing, additional
attributes are evaluated. The presence of escaped characters in
JavaScript code and the existence of the unescape function
is another good classifier of a malicious page. These are
attributes that directly link to the exploit delivery mechanism
and obfuscation.

The performance classifying a HTTP response with this
classification method is greatly increased over the traditional
high-interaction client honeypot. The test machine was able
to retrieve and classify 61,000 URLs in 49 minutes. This is
equivalent to 1.79 million web pages a day (approximately
a service time of 0.05sec per URL). On the contrary, the
high-interaction client honeypot classified 996 URLs in the

same period of 49 minutes; this is equivalent to approximately
29,270 URLs a day (approximately a service time of 2.95sec
per URL). The presented method is able to inspect 61 times
as many URLs as with high interaction client honeypots in the
same period.

The presented classification method shows better perfor-
mance over high-interaction client honeypots. At the same
time, the classification method produces false positives and
misses attacks. The usefulness of the approach becomes ap-
parent if combined in a hybrid system, which is presented
next.

V. HYBRID SYSTEM

In order for the presented classification method to be useful,
it need to be used in conjunction with a high-interaction client
honeypot. A pipeline view of the system is shown in Fig. 2.
At the start of the pipeline is the static heuristics approach
detailed in this paper. It initially retrieves and classifies the
web pages denoted by the input URLs. Because the false



positive rate is high, all URLs that have been classified as
malicious are forwarded to the second part of the hybrid
system. The high-interaction client honeypot retrieves the page
once again and make a final classification. Since the high-
interaction client honeypot has a false positive rate of zero,
the false positives will be filtered out. The overall detection
speed and accuracy of the hybrid system are presented next.
A detailed description of the hybrid client honeypot system
can be found in a technical report [11].

A. Detection Speed

The detection speed of a hybrid system is greatly influenced
by the performance of the individual components. The main
factor that influences speed is the number of web pages
classified as being malicious by the static heuristics method
and forwarded to the high-interaction client honeypot for a
second inspection. Since the high-interaction client honeypot is
significantly slower than the static heuristics method, a second
inspection will have a great impact on performance of the
hybrid system.

The number of malicious classifications of the presented
classification method can be calculated as follows: Ifpm ,
the percentage of malicious pages in the setN that is being
inspected, is known, the number of malicious pagesNM and
benign pagesNB can be determined with Equations 1 and
2. Taking into account the false positive and negative rate
FPC , FNC of the presented classification method, the number
of malicious classificationsalertsC can be calculated with
Equation 3. For example, ifpm = 0.05% and the detection
accuracy of the presented classification method as predicted by
the evaluation on the test set is assumed, inspection of 100,000
URLs results in 5904 malicious classifications, or according
to Equation 4 5.90% if expressed in percentagePalertC .

NM = pm ∗ N (1)

NB = N − NM (2)

alertsC = FPCNB + (1 − FNC)NM (3)

PalertC =
alertsC

N
(4)

Adding the time to inspect setN with the presented
classification method and the time to inspectalertsC with
the high-interaction client honeypot yields the overall time
of the hybrid systemTHy to inspectN . If a service time
TC for the presented classification method andTH for the
high-interaction client honeypot is assumed, the total time for
the hybrid system is calculated according to Equation 5. The
implementation of the hybrid system, with a service timeTC of
0.05 sec. andTH of 2.95 sec., classified the sample of 61,000
URLs with 3590 malicious classifications in 227 minutes. This
compares to 2999 minutes for an inspection of the URLs with
a high-interaction client honeypot alone. The hybrid system

would be able to inspect approximately 13 times as many
URLs as a high-interaction client honeypot in the same period.

THy = TCN + alertsCTH (5)

B. Detection Accuracy

Inspection with a hybrid system allows for inspection of a
much larger set of URLs compared to a high-interaction client
honeypot system. Because the high-interaction client honeypot
has a false positive rate of zero, the hybrid system also has this
false positive rate. However, some attacks are missed. If only
thealertC are forwarded, the false negative rate of the hybrid
systemFNHy is identical to the false negative rate of the
presented classification methodFNC union the false negative
rate of the high-interaction client honeypotFNH shown in
Equation 6.

FNHy = FNC ∪ FNH

= FNC + FNH − (FNC , FNH) (6)

For instance, if a set of URLs are inspected with the
presented classification method and a high-interaction client
honeypot that has a false negative rate of 10.0% and both
methods fail detect 5.00% of all attacks, the resulting false
negative rate of the hybrid system will be 51.15% (46.15% +
10.0% - 5.00%). If a false negative rate of zero is assumed
for the high-interaction client honeypot, the false negative rate
of the hybrid system falls to the false negative rate of the
presented classification method, so 46.15%.

The sample of 61,000 pseudo-random URLs inspected with
the hybrid system resulted in a total of seven malicious URLs.
Six URLs were missed by the hybrid system resulting in a
false negative rate of 46.15%. Since the false negative rate
of the high-interaction client honeypot component could not
be determined, the false negative rate of the high-interaction
client honeypot needs to be added in order to determine the
false negative rate of the hybrid system.

A false negative rate of 46.15% might not be acceptable for
certain scenarios. In a hybrid system, the false negative rate
can be improved if a portion of URLs for which no alert was
initially raised, are randomly forwarded to the high-interaction
client honeypot for classification. This percentagePnoAlertL

URLs that have been missed by the presented classification
method now have an opportunity to be classified correctly by
the high-interaction client honeypot.FNHy falls.

FNHy = FNC + FNH − (FNC , FNH)

−(PnoAlertLFNC) (7)

If an additional 20% of URLs for which no alert was raised
is forwarded to the high-interaction client honeypot, the total
false negative falls from 46.15% to approximately 36.92%
according to Equation 7. Forwarding additional alerts to the
high-interaction client honeypot, however, has direct impact
on performance. The time to classify the URLs rises from
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227 minutes to approximately 792 minutes as an additional
11,482 malicious classifications need to be inspected by the
expensive high interaction client honeypot.

The trade-off between detection accuracy and performance
gain of the hybrid client honeypot exists. AsPnoAlertL value
is increased, the false negative rate (excludingFNH ) is de-
creased, but at the same time the performance gain decreases.

VI. RELATED WORK

This section reviews related work in the field of client
honeypots and the detection of malicious web pages and
compares other detection methods to the classification method
presented here.

HoneyC is a client honeypot that uses a static detection
method to classify malicious web servers [12], [13]. It uses
signatures of known attacks to directly inspect the contentof
the response and to make a classification. HoneyC therefore
needs prior knowledge of the attacks to detect them and cannot
correctly classify unknown attacks. That stands in contrast to
the new classification method presented in this paper, which
is able to detect both known and unknown attacks.

Caffeine Monkey engine is a tool that is targeted at col-
lection, detection and analysis of malicious JavaScript [14]. It
uses a combination of static and dynamic analysis techniques
to classify JavaScript. Instead of looking at absolute numbers
of JavaScript element, ratios of function calls are taken into
account. Obfuscation that might hinder such an analysis is
addressed by automatically deobfuscating the JavaScript code
with an instrumented JavaScript engine. The presented classifi-
cation method differs in that only absolute counts of JavaScript
elements and indications of JavaScript obfuscation are taken
into account. No attempt is made to deobfuscate. As such,
the presented classification method is able to make a quick
assessment, but at the same time is likely to miss attacks
that would have been correctly identified with more thorough
analysis technique as applied by Caffeine Monkey.

Moshchuk et al. identified malicious web servers by classi-
fying executable downloads with antivirus engines [3]. How-
ever, this method identified malicious web servers that host
malicious content, whereas high-interaction client honeypots
and the classification method presented in this paper are both
able to identify malicious web servers that launch drive-by-
download attacks.

Provos et al. analyzed a large number of malicious web
servers using client honeypots and presented four prevalent
mechanisms used to inject malicious content onto popular
web sites [15]. The researchers applied heuristics to reduce
an extensive set of web pages to a smaller set of suspicious

web pages. Metrics on the detection speed and accuracy of
this method were presented in later work [16]: One billion
pages are classified daily and the error estimates using a five-
fold cross validation predicts a false positive rate of10−3 and
false negative rate of0.4 for a chosen threshold. Details of the
classification method have not been disclosed making a direct
comparison the presented classification method infeasible.

Besides research that is targeted at detection of malicious
web pages, numerous efforts are underway to directly protect
the client application [17]–[20]. The work presented in this
paper focuses on detection.

The hybrid system presented utilizes a high-interaction
client honeypot to eliminate false positives. Anagnostakis et al.
demonstrates the concept of a system that utilizes honeypots
to reduce the false positive rate. Anomaly-based intrusion
detection is used for an initial assessment of the data. Once
suspicious data with a large false positive rate is identified, it
is forwarded to a honeypot for a final assessment. Sidiroglou
et al. present a hybrid system to protect again malicious email
attachments [21]. Suspicious email attachments are openedin
an instrumented virtual machine. If dangerous actions, such
as writing to the Windows Registry are detected, the mail is
deemed malicious and quarantined.

Pouget et al. suggest to combine honeypot technology
to increase scalability. A so-called high-interaction honeypot
could be combined with more light weight, so called low-
interaction, honeypots to increase coverage, scalabilitywhile
at the same time keeping the favorable detection propertiesof
high-interaction honeypots [22]. The work presented in this
paper takes this approach into the area of client honeypots.

VII. C ONCLUSION

This paper presents a simple yet effective classification
method for detecting malicious web pages that requires as-
sessing attributes of the initial HTTP response. The evaluation
of the classification method on a sample of 61,000 URLs
resulted in a false positive rate of 5.88% and false negative
rate of 46.15%. Evalution with 500,000 URLs provided by
HauteSecure resulted in similar metrics. While these numbers
initially appear not well suited for a client honeypot system,
one needs to take into account the low base-rate of malicious
web pages [23]. These error rates combined with a low base
rate allow the classification method presented in this paper
to discard the majority of benign web pages and identify the
majority of malicious web pages that a high-interaction client
honeypot would be able to identify. As a result, one is able
to inspect more web pages and identify significantly more
malicious web pages with identical resources. The extracted



knowledge in form of the decision tree captures two common
concepts adopted by malicious web pages: modular design
and obfuscation. Because this classification method is based
on common attributes of malicious pages, attackers could
structure malicious pages to evade detection by this method.
They merely need to make use of uncommon features. For
instance, an exploit that is not imported via an iFrame and does
not make use of JavaScript could evade detection. The sample
used in this study, for instance, contained a few such malicious
web pages that contained such an exploit: the VML exploit
[24]. However, if attackers commonly adopt such an approach,
the knowledge acquisition, if reapplied would potentiallyad-
just itself to capture these common attributes. The necessity
and required frequency of new knowledge acquisition will be
explored as part of future work.

Speed is the greatest advantage of the presented method.
There are two reasons for the speed increase. First, the pre-
sented classification method does not require all components
of a web page to be downloaded nor is support for rich func-
tionality, such as JavaScript, required before an assessment
can be made. Second, the presented classification method can
be implemented as a threaded stand-alone application. This
stands in contrast to the requirements of a high-interaction
client honeypot that requires several seconds to classify apage
whereas the presented method only requires a fraction of that
time for classification.

With the performance gain comes a false positive rate that
produces many false positive alerts in a real world setting.
A hybrid system was presented in which the classification
method and a high-interaction client honeypot are combined.
In this hybrid system, the classification method initially clas-
sifies the URLs at high speed significantly reducing the set
of URLs. The malicious URLs are forwarded to a high-
interaction client honeypot for a final classification to eliminate
the false positives that might have been generated.

VIII. F UTURE WORK

As attackers change their techniques, the acquired knowl-
edge needs to be updated periodically to ensure that the
majority of malicious pages are detected with the presented
classification method. In a hybrid system, a self-learning
system could be devised in which classification of the high-
interaction client honeypot would be fed back to the algorithm
to update the underlying knowledge model. The effects of such
a feedback loop on the detection accuracy need to be explored.
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